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ABSTRACT

The Coast Guard has developed a C4I SR infrastructure
ashore to aid personnel in decision maki ng, j ob
performance, and information exchange, but in doing so they
have neglected their nost inportant asset; the afloat
comunity. In an effort to explore and find a wreless
connectivity solution for CG cutters, the authors exam ned
the requirenents for solutions in the area of comercial
satellite connectivity. This connection is necessary for
USCG afl oat assets to access vital maritime, I aw
enforcenment, and Fisheries databases nmaintai ned ashore, as
well as to keep those ashore infornmed of mssion status
This connection also allows cutters to connect to CGN+ and
the Internet, inmproving both norale and personnel
adm nistration issues (leave, nedical records, training,
assi gnnment process, etc.) Wth the technologies now
avai |l able, the USCG nust identify which solutions can best
be wutilized with respect to bandwi dth, security, cost,
equi pnent installation requirenments, durability, and range.
Primarily our research dissects Qualcommis d obalstar
satellite options, |INVARSAT and capacity expander (ICE)
t echnol ogy, and current Navy | NVMARSAT technol ogy sol utions.
The authors have identified technological limtations and
proper requirenment analysis techniques that wll aid in
future Coast Guard evaluations of these extrenely high cost
Wi rel ess net wor ks. Finally, t he aut hors make
recommendations for near and long-term solutions to the

Coast CGuard’s connectivity requirenents.
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. 1 NTRODUCTI ON

A BACKGROUND

In the late 18'" century, the newy independent United
States of America recognized the need to protect its ports
and extensive coastline early in the country’s devel opnent.
Al exander Hamlton published the quote below in the
Federal i st Papers during the fall of 1787.

A few arned vessels, judiciously stationed at the

entrances of our ports, mght at a snmall expense
be made useful, sentinels of the law. [Ref. 1]

That was the day the Coast Guard of today was
concei ved. Three years later, the service was born on
August 4, 1790. Never has such a quote been so prophetic.
At the tinme of this research, the Coast Guard has been
tasked by the nation to judiciously station their sentinels
at the entrances to our ports. From these concepts of
Al exander Ham lton, the mssion of Honeland Defense has

gr own.

The Coast Guard has al ways maintai ned Honel and Def ense
as one of its core mssions. However, never has the
m ssion received such attention as it has since the events
of Septenber 11, 2001. As a result of that terrible day,
the Coast Guard has stretched its thin force in an attenpt
to post its vessels and enforcenent units in every nmgjor US
har bor .

B. HOVELAND SECURI TY

Even before the Septenber 11'" terrorist attacks, the
Coast Guard faced an array of maritinme security challenges

including environmental degradation, illegal mgration
1



over - f i shi ng, drug smuggli ng, organi zed crine, ar ms
trafficking, mass mgrations, and proliferation of weapons
of mass destruction. These dangers pose direct threats to
Anmerican |ives, property, safety, health, stability, and
val ues. The Coast Guard is uniquely positioned to provide
Arerica with a versatile, multi-mssion force to address
security challenges in the maritine donain. To deal wth
transnational threats at sea, nost of which have a
significant |law enforcenment dinmension to them the U S
cannot look solely to a mlitary solution. Unconstrai ned
by Posse Comtatus, the Coast CGuard has broad |[|aw
enforcenment and civil authority, mlitary capabilities, and
a coastal and offshore presence to bring to bear against
Honel and Security requirenents. The Coast CGuard is a
proven coordinator that routinely works side by side wth
other federal, state and |ocal agencies, as well as other
US arned services, to elimnate threats to US maritine
security.

In an effort to execute the Honel and Defense m ssion,
the CG has deened Maritinme Donmain Awareness (MDA) as a
critical conponent. MDA requires adequate information,
intelligence, surveillance and reconnai ssance of vessels,
cargo & people of |law enforcenent interest. Sinply put, it
i s possessing total awareness of vulnerabilities, threats &
targets of interest on the water. The maritine security
environnment nust allow the Coast Guard to identify the
unl awful wi thout unreasonably disrupting the free flow of
comer ce. The crux of establishing and naintaining an
accurate MDA is the communications capabilities of the

organi zation. [Ref. 2]



C. CAPABI LI TI ES

The ever-increasing oper at i onal reliance on
information technol ogy has denonstrated the poor neans of
connectivity that the Coast Guard currently maintains.

There S only a mninal satellite comunications
architecture that 1is operational. This architecture
consists of [imted |International Maritime Satellite

Organi zation (1 NMARSAT) capability aboard only the |argest
of CG units. The smaller units are left with only voice
communi cati ons. These communi cat i ons utilize hi gh
frequency (HF), very high frequency (VHF), or cellular
phones. These smaller units have no data capabilities.

The CG has divided its units into two groups based
upon there capabilities. These two groups are Coastal and
Deepwat er . Those units that patrol inland of 50 mles of
the coast are the Coastal force, and those that patrol
greater than 50 mles offshore conprise the Deepwater
force. The CGis currently involved in a re-capitalization
effort of the Deepwater units. While the majority of the
Honel and Defense operations are conducted by the Coastal
units, there are currently no attenpts to re-capitalize the
force package and its capabilities.

D. DEEPWATER

The Deepwater Program seeks to renovate, nodernize,
and/or replace the CGs entire portfolio of Deepwater

assets. The new force package wll operate wth an
integrated system of surface, air, command, contro
commruni cati ons, conput ers, intelligence, surveil |l ance,

reconnai ssance and | ogistics systens. Rat her than focusing
on a specific class of cutter or aircraft, the CG has

3



focused on the capability to perform all of its federally

mandat ed mi ssions in the deepwater region. [Ref. 2]

Wth the focus on nissions, the CG prepared a

specification that describes the fundanental capabilities

the service needs to carry out all its mssions. For
i nst ance, the performance specification requires the
capability to deploy boarding teams. However, it does not

specify how these teans should be deployed (i.e. via snall
boat, aircraft, or other neans). The benefit of this
m ssi on- based performance acquisition approach is that the
industry teans that are conpeting to develop the Integrated
Deepwat er System of assets have trenmendous Ileeway to
| everage cutting edge technologies and processes in their
desi gn concepts. In addition, by including the full range
of assets, that include cutters, aircraft, sensors,
comuni cations, and logistics, industry has the flexibility
to develop the optimum mx of assets that conprise their
| ntegrated Deepwater System with interoperability built-in
fromthe start. [Ref. 2]

Three industry teanms wth production facilities
throughout the United States are conpeting for the
Deepwat er contract. It will be awarded in the third
quarter of Fiscal Year (FY) 2002 to a single team A prine
contractor wll <coordinate the efforts of subcontractors
from shipbuilding, aircraft, technology, and infrastructure
i ndustri es. Wiile a final cost has not been announced,
initial estimates of the contract are in the billions of
dollars with just over $300 mllion allocated for FY 2002
al one. [Ref. 2]



E. RESEARCH QUESTI ONS

The primary research question of this thesis is: “Wat
is the best solution for CG units to support underway
connectivity to CG information-based assets including CG
intranet and Coast Guard Data Network Plus (CGDN+)?” The
subsi di ary research questions are:

. VWhat are the current CG connectivity practices
and capabilities?

. What are the satellite technol ogi es avail abl e?

. Wi ch solution provides the nost sinple and | east
intrusive installation?

. Wi ch sol ution best addresses security concerns?

. Conpar e/ cont r ast CDVA and TDVMA nul tipl exing
schemes with respect to bandw dth requirenents
dat a t hr oughput , bandw dt h ef ficiency and

comercial availability.

. Specifically conpare | NVARSAT, G obal star and the
Navy's Automated Digital Network System (ADNS)
sol uti ons.

F. SCOPE

The scope of this research focuses on the satellite
connectivity of the Coastal Honeland Defense operations.
VWiile Project Deepwater is addressing the connectivity of
the CGs offshore units, we wll focus our research around
the connectivity of the snaller units. Primarily, we wll
explore three possible solutions to provide the Coastal
enforcenent units satellite connectivity. For the purpose
of this research, we have identified the Coastal units as
any units operating cutters under the length of 110 feet.
This also includes boarding teans that nmy be operating

separate from an assigned cutter.



G ORGANI ZATI ON OF STUDY

This thesis is organized as follows. Chapter 11
follows the introduction and explores the operational
requirements for connectivity. Chapt er 111 expl ores
| NMVARSAT as a connectivity solution. Chapter [V explores
G obal star as a connectivity solution. Chapter V contains
information concerning the US Navy solution of ADNS
Chapter VI contains an analysis of the above-nentioned
three systens. Chapter VII follows wth our conclusions

and recommendat i ons.



I1. OVERVI EW OF COAST GUARD CONNECTI VI TY
REQUI REMENTS

A CURRENT PRACTI CES AND CAPABI LI TI ES

The Coast Guard is now at a turning point in its
m ssion and capabilities life cycle. Wth the Deepwater
proposal before Congress, the need has cone to conpare
future comunication needs to the current infrastructure.
There are many energing technol ogies that |ook prom sing,
but finding the solution that provides for the necessary
reach, range, responsiveness, and interoperability is the

key to guaranteeing Coast Guard m ssion success. The
Deepwat er contract will reach into the billions of dollars,
and part of that will be to ensure CG conmunication |inks

to the shore take advantage of new technologies in order to
i ncrease throughput, security and reliability.

Coast GQuard research per sonnel at bot h t he
Tel ecomruni cation & Informati on System Command (Tl SCOM and
the Research and Developnent Center (R& Cen) have
determ ned that 128 kilobits per second (kbps) connections
will be required onboard our cutters in the near future to
adequately support Coast Quard m ssions. [Ref. 3] Currently
nost Coast CGuard cutters have | NMARSAT-A stations onboard,
but the limtation of this 1980's analog technology (9.6
kbps) is fast being exceeded. Not only is the 64 kbps data
rate the new | NMARSAT-B stations provide not adequate, but
also the dial-up costs are becomng nore than the Coast
Guard can justify to spend on this overtaxed system
Still, t he Coast Guard is proceedi ng Wi th its

i npl enent ati on.



The Coast Guard has taken a step towards the
outsourcing of some comrunications capabilities to help
offset the high costs of |NVARSAT. [Ref. 4] Due to the
finite bandw dt h of HF and mlitary satellite
communi cat i ons (M LSATCOM syst ens and t he austere
budgetary clinmate within which the Coast Guard operates, we
are seeing the Coast Guard shift from governnent-owned to
contracted conmuni cations services. This random coll ection
of outsourced capabilities has resulted in a wi de disparity
of comunication capabilities between afloat assets that
threaten to undermne reliability and effectiveness. In
order to re-establish and maintain a high Ilevel of
ef fectiveness, efficiency and responsiveness, we nust
devel op, acquire and deploy a conpletely integrated, nulti-
m ssion, interoperable system of cutters, boats, aircraft,
sensors, conmmunications, and | ogistics systens.

1. Typi cal Conmuni cati on Configurations and Security

The fol |l owi ng chart shows t he nost comon
comuni cations systens available aboard a typical Coast
Guard Cutter 210 foot in length and |arger. These assets
i ncl ude: H gh Endurance Cutters (WHEC), Medi um Endurance
Cutters (WVEC), |cebreakers (WAGB), and the Training Cutter

(WX)



connectivity, e-
mai |, EAs3,

I ntranet/ | nternet
access)

M LSATCOM ( UHF) Secur e Voi ce, 75-110 bps None
Record Message
Traffic, Tactical
data (OTI XI CS)
| NMARSAT- A Non- secure & 9600 bps ~$5/ m n
(Anal og) Secure Voice, Data
(e-mail via
SALTSL)
| NMARSAT- B Non- secure & 9.6 — 64 kbps ~$2.5/mn for
(Digital) Secure Voice, Data voi ce and
(w HSD? option - | ow- spd
CGDN+ (9600) data
~$9/nmin for

HSD (64Kbps)
dat a

~$30K+/ Mont h
for |eased

circuit
| NMARSAT- C (dat a SAFETYNET (M s4 & | 600 bps Saf etynet —
only) Di stress Free
al ert/response) Dat a -
~$. 01/ char
HF Secure & Non- 75 —-300 bps None
secure Voice, HF
RATT® - Record
Message Traffic,
Tactical data
Table 1 Typi cal Conmuni cati ons Onboard 210" and G eater

Cutters [From Ref.
This next

systens on board smaller

then 210 feet

5, p. 6]
chart
Coast
| engt h) .

SALTS - Stream ined Automated Logi stics Transm ssion System

HSD — Hi gh Speed Dat a

1

2

3 EA — Enterprise Architecture
4 M'S - Managenent

5

I nformati on System

RATT — Radi o Tel etype

9

shows the

These assets

typi cal

Guard patrol

i ncl ude:

conmmuni cati on

boats (I ess

Pat r ol




Boats (WePB), 87
Tenders (W.B),
Tugs(WIGB) .

Coast al

Coast al Patr ol

Buoy Tenders (WM,

Boats (CPB),

and

Seagoi ng Buoy

| cebr eaki ng

M LSATCOM (UHF) — | Secure Voi ce N A None
limted 110’ s
| NMARSAT- C (data SAFETYNET (M'S & 600 bps Saf et ynet —
onl y) Di stress Free

al ert/response);

data (e-mail via Data -

i nter net) ~$. 01/ char
HF Secure & Non- 300 - 600 bps None

secure Voi ce,

HFDL6— Record

Message Traffic
| NMARSAT- M ni - M Non- secure & 2400 bps ~$2. 15/ m n
(currently Secur e Voi ce,
| ocal |y obtained Data (e-nmail)
and managed)
Cel | ul ar Non- secur e voi ce, 2.4 — 19.9 kbps Vari es
(currently Limted data (typical) wi dely. CDPD
local Iy obtained | (cpPD?, Ricochet, ~$50/ month  +
and managed) etc.) per mn chgs

+ $1-2K in
Har dwar e

VHF- FM dat a Data (Great Lakes | 300 bps None

only, record

nmessage traffic)
Table 2 Typi cal Communi cations on Smal |l er Coast Cuard
Vessels [From Ref. 5, p.7]

Currently, systens generally access the CG network

either through dedicated circuits that the CG installs or

6 HFDL — Hi gh Frequency Data Link

7 CDPD - Cel lul ar

Di gital
10

Packet Data




the Internet at CG established Points of Presence (POP s).
These connections are required to be encrypted with a 128-
bit secure socket Jlayer (SSL) encryption standard (or
greater) to protect the wunclassified data outside the
network. The systens nust also be able to authenticate the
users through either a renote access token or the router-
to-router authentications (CHAP). One drawback to this
security issue is the overhead associated wth the
encryption on an already bandw dt h-constrained connecti on.
Unfortunately, this is an unavoi dable drawback to securing
Coast CGuard conmuni cati ons.
2. St ovepi pes

Today’s CG communi cations system for cutters depl oyed
at sea is a collection of discrete, special purpose
net wor ks. Each network has been devel oped and all ocated

for a specific conmunications capability for a specific

comunity of users. Each network link is, in general,
dedicated to the specific user conmunity. The nature of
these network links conforms to the traditional <circuit

swi t ched approach. For exanple, GCeneral Service (CGENSER)

recorded nessage traffic is transmtted and received via

the Common User Digital Information Exchange Subsystem
(CUDI XS) networKk. This network subsystem requires a
dedi cat ed satellite channel , baseband conmuni cat i ons
processor, and shore-based network controller. No ot her

type of traffic (voice or data) can be transmtted via this
network or be processed by the CUDI XS subsystem Loss of a
satellite channel for any reason requires manual actions by
personnel to re-route the traffic; it cannot be done
automatically by software or hardware. Due to the narrow

vertical architecture of this type of systemit is terned a
11



“stove pipe” architecture. [Ref. 3, p.19] These vertical
architectures significantly [imt t he flexibility,
survivability, and growh potential of CG comrunications
subsyst ens. These systens need to be nore horizontally
connected and |ess independent, thus sharing the limted
resources available. For this reason the CG needs to focus
attention on a single, shared, conposite comrunications
resource. Sharing individual resources wll permt nore
efficient use of the relatively scarce comrunications

assets onboard CG vessels. [Ref. 3, p.19]

By supporting different platforns throughout the CG
fleet, we increase the conplexity of the network, and thus
increase the nunber of expert technicians required to
mai ntain these systens. Furthernore, these stovepipe
architectures are not interoperable, thus causing redundant
data entry and data duplication. O her critical
[imtations include the foll ow ng:

. The present communications system is “fragile”
under conditions of stress. |If a particular
conmuni cations resource is lost, it is difficult

to reconfigure other conmunications resources to
conpensate for this | oss.

. The communi cations systens are not interoperable,
thus it is difficult to rapidly route data
bet ween t he syst ens.

. The architecture cannot respond to inbalances in
the traffic | oad. One conmuni cations resource
may be under-utilized while the capacity of
anot her i s being exceeded.

. It is difficult to respond to the changing
comuni cations requirenents of current users, or
to the requirenments of new users.

. Since each communications system has unique
hardware and software, life cycle support costs
are high

12



. The lack of overall systens approach nmakes it

i npossible to perform system | evel diagnostics or

to provide automated assistance to operational
personnel. [Ref. 3, p.3]

To help elimnate these inadequacies, the Coast Cuard

must get a grip on the inplenentation of small narrowy

focused projects. The elimnation of the “stovepipe”

approach to conmmunications is the target of the USCG s

Vi si on. To incorporate this, Coast Guard goals nust
i ncl ude:
. | ncr eased comuni cat i ons survivability Vi a

automated nultinmedia access by all users to all
nmedia, wthout sacrificing user throughput or
conmuni cations efficiency.

. Provi de a nmeans for i ncor porating new
conmuni cations capabilities wthout requiring
changes to the user equipnent or operating
pr ocedur es.

. Maxi mze the wuse of existing comunications
equi pnent .

. Phased devel opnent efforts of planned progranms to
allow tinely transition of proven concepts. [Ref.
3, pp.3, 4]

In order to re-establish and maintain a high |evel of
ef fecti veness, efficiency and responsiveness, we nust
devel op, acquire and deploy a conpletely integrated, nulti-
m ssion, interoperable system of cutters, boats, aircraft,
sensors, comuni cations and |ogistic systens. [Ref. 6, p.8]

3. Coast Cuard Research Efforts

A recent study by the Cutter Connectivity Business

Sol utions Team (C2BST) has established many of the baseline

requirenments for future cutter connectivity. [Ref. 5, p.4]

It has been recognized that the communi cations equi pnent in

the Tables 1 and 2 no longer provide CG cutters wth
13



adequat e conmuni cations to other Coast Guard assets and the
terrestrial -based infrastructure. The follow ng questions
wer e consi dered when est abl i shi ng t he capability

requi renents of CG afl oat assets: [Ref. 5, p.5]

. What enterprise applications (EAs) did the cutter
need network access to whil e underway?

. Are oper at i onal syst ens i ncl uded in this
sol utions set?

. VWat are the bandwidth requirenents of the
appl i cations?

. Gven |limted bandw dth, what are the system

priorities?

Progress is being nmade to wupgrade and establish
trustworthy connections between the afloat fleet and the
terrestrial-based infrastructure. Currently the Commercia
Satellite Conmunications  Project is replacing ol der
| NVARSAT- A (analog) equipnent wth digital, high-speed
capable |INMARSAT-B (digital) systens. But at $9 per
m nute, and only 64 kbps of bandw dth, | NVARSAT-B does not
nmeet Coast Guard budgetary or bandw dth needs. Al t hough
this is a step forward, it is only being installed on the
| arger (210’s and greater) CG cutters, thus still
neglecting the majority of the fleet. To alleviate this,
the C2BST is also working to replace the H gh Frequency

Data Link (HFDL) on smaller cutters with a commercial

pr oduct . The new COTS application runs on Wndows NT8 and
will provide nore reliable data transfer as well as a
satellite terminal for secure/non-secure Voice. These

vessels, as well as the 87" Coastal Patrol Boat (CPB' s),

8 This could be a huge problemin the not too distant future, because
M crosoft has announced they will no |onger support Wndows 95, 98, ME
or NT in 2002. These are just the type of NDIs the Coast Guard needs
to stay away from

14



are also getting INVARSAT Mni-M termnals to neet
secur e/ non-secure voi ce comruni cation requirenents. As for
the even smaller vessels and river-based assets, no current
enterprise-wide data connectivity project is under way.
These local area District offices are experinenting wth
Cellular Digital Packet Data (CDPD) systens, which provide
cellular data and voice coverage when within ~20 mles of

t he coast.

In addition to the C2BST, the Commandant has also
established the Integrated Comunications Architecture
(1CA). The ICA will work to integrate CG conmunications
systenms and help protect the CG from wutilizing Non
Devel opnent Item (NDI) conponents that are obsolete at the
time of production and operation. NDI's are a top concern
and can only be reliably addressed through a true open

architecture. The single key factor 1in open systens
architecture IS t he definition, managenent , and
communi cation  of standards that specify interfaces,

services and supporting formats for interoperability of
software and hardware systens. The benefit of enploying an
open system architecture is the sinplified integration of
systens and conponents not native to the devel oped system
This benefit is realized during integration, but is even
nore evident throughout the product life cycle as system
upgrades are nade to accept new technologies or to replace
out dat ed equi pnent. [Ref. 3, p. 18]

In addition to an open system architecture, the
I ntegrated Communications System (ICS) has realized the
need to make satellite comunications (SATCOM capacity

onboard a cutter available to all SATCOM users. [Ref. 3,
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p.10] Allocation of the cutter’s SATCOM resources needs to
be shared on a wpriority basis in accordance wth a
Communi cations Plan (COMPLAN), and this can only be
acconplished utilizing an open architecture as described by
the 1ICS. The I CS can provide automated network nonitoring
and managenent and assists operators in the assignnent and
control of communi cation  equi prent. The ICS is

characterized by the follow ng attri butes:

. Communi cation requirenments of various CG user
comunities are satisfied within a single system
desi gn.

. User mssion area activities are not restricted
to a specific comunication service.

. The nodul ar “open systeni architecture utilizes
“st andar ds” to pronote rapid configuration,
system grow h, and enhance overall system

survivability.

. COMVWPLANs provide users system control, allow ng
rapid and automati c systemreconfiguration.

. Provi de ease of system adaptability to
t echnol ogi cal advances. [Ref. 3, p.39]

This architecture can also be represented in a sinple
di agram as shown in Figure 1 bel ow
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INTEGRATED
COMMUNICATIONS
SYSTEM

Figure 1. | CS Architecture Diagram

B. OTHER CQOAST GUARD CONCERNS
1. Phase-out of Traditional Conmunications Paths

One of the prine mssions of the CG is Search and
Rescue. In order to fulfill that mssion, the CG nonitors
the National Distress System (NDS) frequency (CH16-156.8
megahertz (MHz)). The NDS provides distress, safety, and
USCG command and control (C? communications coverage. The
CG has been researching alternative conmunications systens
for potential wuse in the nodernization of the NDS.
Currently the system consists of approxinmately 300 renotely
controlled VHF frequency nodul ated (FM radios and antennas
[Ref. 7, p.3]. The major shortcomngs of this system are
simlar to those of other CG and nmaritinme comrunications:
lack of coverage and lack of reliability. These two
factors, along wth accurate position reporting, are anong

the nost inportant points for consideration when the CG is
17



analyzing a new system Additionally, the International
Cospas- Sar sat Program announced it woul d term nate
satellite processing of distress signals from 121.5 and 243
MHz energency beacons. Mariners and aviators will need to
swwtch to the satellite-supported distress frequency
406 MHz.

2. I nteroperability

The ability to talk to anyone anywhere is becom ng
nore and nore of a necessity in the area of mlitary
oper at i ons. Coast Guard forces are required to nmake
increasingly vital decisions in less tinme everyday. Wthin
the area of Coast CGuard operations, CG nenbers may be
required to work and communi cate with Naval battle groups,
U S. Custons agents, local |aw enforcenent agencies, DEA,
FBI, Boarder Patrol, and the Secret Service. To sustain
t hese diverse nissions, the Coast Guard needs to support a
broad spectrum of w reless comunication abilities. At the
current time when a Coast Guard cutter deploys with a Naval
battle group, that cutter nust undergo over a $1 nillion

comuni cations upgrade in order to meet USN requirenents.

| nconpatibilities |like these need to be avoided when the
next generation of cutter conmunications equipnment is
install ed.

To help neet these needs, the Coast Guard joined a
joint government/industry standards group in 1995 to try to
devel op technical standards for the next generation of
comuni cati ons equi prent worl dw de. This has cone to be
called the APCO Project 25. Much of the work done by this
committee IS directly appl i cabl e to t he CG s
interoperability issues. Due to the wi despread acceptance

18



of the APCO 25 standards and their adoption as Federal
standards (FTR 1024A), any new CG system needs to include
conpatibility with APCO 25 devel opnents. They have focused
on four key objectives:

. ot ai n maxi mum radi o spectrum effici ency.

. Allow effective, efficient and reliable intra-
agency and inter-agency comuni cati ons.

. Provi de user-friendly equi prment.

. Ensure conpetition in system life cycl e

procurenents. [Ref 4, p. 3]

To help neet interoperability goals, the Coast Cuard
has gone ahead with prototyping and evaluating the Navy
ADNS st andard. This project adds additional equipnent to
standard CG SATCOM gear to provide sinultaneous Vvoice,
secure (SIPRNET) and non-secure (CGDN+ or N PRNET) data
transfer capability via | NVARSAT-B. The ADNS is part of
the Navy's |1T-21 system which is the communications
backbone that the fleet uses to stay connected in their

network-centric battl e nodel

The ADNS inplenentation is <closely tied to the
Deepwat er  proj ect, with one prototype in FY0O1l and
potentially 3 nore in FY02. ADNS uses a |eased 64 Kbps
channel and multiplexes both voice and data onto the sane
channel . The link uses the Navy Network Operations Center
(NOC) as a hub for all classified/unclassified traffic.
From the NOC, all CG traffic is further routed to a CG
comuni cations area naster station (CAMS). [Ref. 5, pp. 20,
21] Both the Navy's ADNS system and |NVARSAT wll be
further evaluated in a |ater chapter.
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C. HOW COMSATCOM W LL FACI LI TATE CG M SSI ONS

The Coast Guard’'s Conmercial SATCOM initiative wll
provide funding for Coast Guard nobile wunits use of
conmer ci al SATCOM  ( COVBATCQOM) . I t al so  supports
mai nt enance and wupgrades to the comercial satellite
termnal s installed on Coast Guard nobile assets.
COVSATCOM can provide comrand, control, and communications
(C3) of Coast Guard cutters and contingency forces, as well
as interoperability with commercial vessels equipped wth
satellite communications in accordance wth GVDSS.

Commrer ci al SATCOM can support i nproved busi ness
practices by providing highly reliable, wde-area voice and
data conmuni cati ons. Realizing this, future COVSATCOM
initiatives are planned to provide a secure capability to
this communi cation path. This will offset the rising cost
of the current comunications infrastructure, HF radio, and
| NMVARSAT wuser costs through <capital investnment in new

state-of-the-art technol ogy.

Expansion of the comercial SATCOM path to aircraft
will inprove existing air-to-ground conmunications and
allow elimnation of personnel positions, which can be
automated by this technol ogy. By utilizing SATCOM
technologies, CG users can currently direct-dial to any

tel ephone on the public switched network wusing today’s

exi sting | NMARSAT capabilities. The wupgrade initiative
will replace (HFDL), which provides the 110" cutter fleet
W th record nessage traffic, and will facilitate

elimnation of the HFDL positions at comrunications
stations. Furthernore, SATCOM will directly benefit the
Law Enforcenent, Search and Rescue, Intelligence, and
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Logistics prograns by providing a rapid and reliable

comuni cations path at a reasonabl e cost.

Installation of satellite comrunications wll provide
the Coast Guard the first step towards possible retirenent
of significant HF-based infrastructure and substantial
resource savings in personnel and support costs. The
existing HF radio comrunications infrastructure is a poor
comuni cations path to support |arge data exchanges due to
limted throughput. These limtations can be attributed to
| ow power ratings leading to atnospheric |oss and signal
degradation, and also |imted bandwidth wthin the HF
spectrum Use of new technology will allow the Coast CGuard
to take advantage of the cost savings resulting from
conpetition in the commercial SATCOM narket. This wll
allow the nobile platforms to wutilize the comercial
satellite comunications path to its fullest potential at
| ess cost per platform

Data communications to accomobdate tactical C2 and
support needs is identified as a critical gap in the Coast
Guard comuni cations infrastructure as listed in the U S
Coast @uard Command, Control, Communications, Conputer and
Intelligence (CA4l) Basel i ne Architecture ( COVDTI NST
3090.6). This wll becone a larger problemin future Coast
Guard operations due to an increasing need for information
exchange to or from nobile units. This will also be
hanpered by the current inability of HF to support |arge
di gi tal data transmission rates due to insufficient
bandwi dt h.

The Law Enforcenment program is currently the |argest

user of | NVARSAT. At least five of the critical gaps,
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related to Law Enforcenent comunications capabilities
identified in COVDTINST 3090.6, paragraph 9.5.1.1, can be
bridged by installation of commercial SATCOM equi pnent on

cutters and aircraft. These critical gaps include:

. The lack of reliable connectivity between
cutters, aircraft and oper at i onal shore
facilities, especially at extended ranges.

. The lack of an effective interface for exchanging
i nformati on between |arger Coast Guard platforns
that support the Enforcenent of Laws and Treaties
(ELT) mssion and Shore facilities (D stricts)
and smaller platfornms (WPBs).

. The Ilimted ability to effectively exchange
sensor, intelligence and ot her tacti cal
information between aircraft, mnobile wunits and
shore facilities.

. The lack of high speed, reliable comunications
between nobile assets and operational support
information to assist in or which is mssion
essential for the execution of the ELT/ Maritine
Law Enforcenent (M.E) m ssion

. The generally cunbersone interfaces available for
usi ng Coast GQuard Conmand and
Control / Comuni cati ons systens.

In addition to support of the LE mssion, COVSATCOM
can also be inplenmented to support the Search and Rescue
m ssi on: COMDTI NST 3090. 6, paragraph 4.5.1.1, identifies
critical gaps in comunications capability related to
Search and Rescue (SAR) to which a comercial SATCOM
capability would be a logical and cost-effective solution
Specific conmunications requirenents, which could be
addressed by comrercial SATCOM as listed in COVDTINST
3090. 6 are:

. OPCEN controllers shall have secure or non-secure
voice communications with On Scene Communders
(0s0) .
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. Conduct OCS functions, including coordination of
Surface Resource Unit (SRU) response, nonitoring
of SRU perfornmance, adoption of SAR Action Plan
to on scene conditions and incident devel opnent,
and conmmuni cati ng wth t he SAR M ssi on
Coordi nator in real tine.

. Communi cate in real or near-real-tine, in al
nodes (Voice, data, video), wth Coast GCuard
resources and all appropriate federal, state and
| ocal agenci es and maritime public whil e
conducti ng operations.

D. FOLLOW NG | NDUSTRY STANDARDS

In order to assure that future Coast CGuard systens
wil | maintain an easily upgradeable system w thout
excessive reengineering, the Coast CGuard needs to follow
i ndustry standards. Standards are in place establishing
how Internets and Intranets are designed. These rules were
set up to ensure one netwdrk technology is able to
communi cate with another network technol ogy, thus naking up
the Internet. The ICS [ayered network architecture adheres
to the International Standards O ganization’s (1SO Open
System Interconnection (OSI) 7-layer reference nodel for
net wor k desi gn. Among nunerous benefits, this allows data
link and sub-network |ayer protocols to be designed and
optim zed for each specific signal area. Survivability is
i ncreased as t he availability of mul tiple assets
conpensates for the vulnerabilities of any single circuit.
[ Ref. 3, p.40]

1. Internets and Intranets
An I nternet is a set of protocols by which
het er ogeneous syst ens may communi cat e. Equi prent ,

software, and applications from many different devel opers
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sinply agree to use these standard protocols while passing
information to each other. Each end is said to be
privately inplenented. That nmeans that one end of the
I nternet should assume nothing about the nature of the
machi ne(s) at the other end. The CG has established a
private network, an intranet <called Coast Guard Data
Network Plus (CGDN+), which has added secure gateways
between existing CG shore based Local Area Network/Wde
Area Network (LAN WAN) networKks. The wide area CG private
network is inplemented with public carrier circuits using
permanent virtual circuits and link |evel encryption. [Ref.
3, p.88] It is to this exact network that the afloat
community needs to establish a secure, constant, reliable

W rel ess connecti on.

In order to maintain conpatibility wth standards
within the OSI 7-layer nodel, the CG will need to inplenent
t echnol ogi es conformng to TCP/ I P protocols.

a. Transport Control Protocol (TCP)

The transport control protocol (TCP) provides a
reliable data communications service. TCP is connection-
oriented in that it maintains a connection, or virtual
circuit, between a pair of comunications processes. TCP
incorporates nechanisnms to ensure reliability of the
connections and to control the flow of data over
interfaces. The TCP is inplenented in accordance with ML-
STD- 1778.

b. | nternet Protocol (IP)

The IP network protocol permts data to be
transmtted and received across networKks. Unlike TCP, it

is connectionless and neither checks data for errors nor
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performs flow control. It provides the neans to
comuni cate across multiple networks. The IP is in
accordance with ML-STD-1777. [Ref. 3, p.91]

To ensure the CG can nmintain these conmunications
paths, the CG needs to ensure these standards are foll owed
in order for shipboard LANs to get WAN access capabilities.
This routing capability needs to be designed for dockside
and afloat operations. Qobviously, afloat operations
require integration with both shipboard LANs and ship-to-
shore wirel ess signal comunications system [Ref. 3, p.90]
E. SATCOM MEASUREMENT PARANMETERS

Much research needs to be done, and is being done, to
establish defined criteria wth which a system nust conform
to satisfy the vast array of CG operational requirenments
The following is a list and description of the nost
commonl y used eval uati on areas:

1. Syst em Techni cal Performance

A system needs to be analyzed by a hierarcha
eval uation technique, since no one system will provide a
total solution in the Coast Guard' s dynam c environnent.
System flexibility is intended to represent a systenis
ability to support the full dynamc range of Coast GCuard
m ssions and environnents. The “ability to support” can be
characterized by the follow ng twelve characteristics:

a. Cover age

Coverage is the geographic area in which a nobile
user has access to the satellite system Coverage can al so
be defined nore stringently as the ability to focus
required satellite capabilities when and where they are

needed. The vendor typically provides a coverage diagram of
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the service area. This could be a map or chart show ng the
geographic area in which the system operates. This area is
conposed of the “footprint(s)” of the satellite or
satellites that make up the system Exact coverage areas
can be calculated using software and verified by field
tests. [Ref. 8, p.7] The figure below shows the basic
difference in footprint coverage for the three different
satellite orbits.

Figure 2. Representative Satellite Coverage Patterns [From
Ref . 2]

b. Accur acy

Accuracy is a measure of the absence of error.
Exanpl es of accuracy in a voice or data system would be:
Can you understand what the person is saying? Do you
recogni ze his/her voice? |Is the data sent on one end of
the system the sanme as the data received at the other end?
Wat is the Bit Error Rate (BER) for the systen? These
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paranmeters can all be neasured in the lab or in the field.
[Ref. 9, p.7]
C. Avai l ability

Availability is the amount of unit tine on any
give day that the systemis available for use. Reasons for
non-availability could include: the traffic exceeds the
capacity of the system the system is tenporarily out of
service, or a satellite is not in view Failure of user
equi pnment woul d  not be a reason for system non-
avai lability. Prediction of the nunber of satellites in
view and system availability can be calculated using
satellite software prograns, and can also be tested in the
field or in labs. [Ref. 8, p.7] The C2BST has agreed that
the Coast Guard would use 99.7% availability as the
baseline requirenent for connectivity. [Ref. 5, p.14] This
neans that the Coast Guard wll accept 65.7 hours, or
approximately 2.7 days, per year of unscheduled down tinmne.
The authors believe that a nore stringent requirenment of at
| east 99.9% be required. Doing this would require an
unexpected downtine of less than 1 day per year (21.9 hours
per year). | ndustry standards are already at 99.9% for
net wor k/ server uptinme and novi ng towards 99. 999%

d. Cost

This deals strictly with the costs associated
with each system These woul d include equi pnment costs and

recurring service fees. Equi pmrent costs would be life
cycle costs such as: initial acquisition, installation,
training and nmaintenance. These tend to vary for each

mobi |l e system Recurring service fees would be the nonthly
access fees and usage fees based on airtinme or the anopunt
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of data sent. This data will be conpiled based upon i nput
fromthe systemand service providers. [Ref. 8, p.7]

e. | nteroperability

Interoperability is a neasure of how well the
system interfaces or integrates wth existing systens. For
exanpl e: Is it a circuit switched system that works wth
the Public Sw tched Tel ephone systenf? This would nmean it
m ght work like a telephone, fax or nopdem Does it work
i ke a packet switched systen? How would we integrate it
with existing Coast Guard systens? This can all be
determned by lab testing. [Ref. 8, p.8§] I nteroperability
is further described as the ability of systens, units, or
forces to provide information services to, and accept
informati on services from other systens, units, or forces.
It is then desired to use the services to enable them to
operate effectively together.

f. Lat ency

Latency is the end-to-end delay in the system
In any transmission, this nmetric can be just as inportant
as capacity or bandwi dth of the channel. It is affected by
a variety of things. The first and nost obvious would be
the length of the path. Oher parts of the delay would be
due to factors like the earth station |ocation, buffering,
system | oading, and congestion. These factors can be
measured in lab and field tests. [Ref. 9, p.8] This is
the single largest hurdle to overcone with geostationary
(GEO satellite systens.

g. Reliability

Reliability is a nmeasur e of a systenis

dependability. This can be evaluated in the lab and in the
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field by monitoring and recording equi pnent failures. | t
can also be obtained through the provider by researching
past performance of equipnent. [Ref. 9, p.38]

h. Capacity

Capacity is the maximum rate of reliable
information transm ssion. This termis also sonetines used
in conjunction with bandw dth. Bandwi dth is the wdth of
the comunications channel from its highest operating
frequency to its lowest frequency, and is an indication of
how rmuch information can be transferred by that channel.
For analog voice, this would be neasured in cycles per
second, and for data or digital voice, this would be in
bits per second. This is typically provided by the
manufacturer, but can also be verified by lab testing.
[Ref 8, p. 8]

i Thr oughput

Throughput is the actual rate of traffic through

the system and is dependent on many factors. A system may

claim 64 kbps, like a 64 kbps nbdem used at hone, but the
user may only see 28-52 Kkbps (throughput) because of
tel ephone I|ine quality or other factors. Thr oughput
available to users can and wll be affected by term nal

power, nunber of users (demand), |atency, the required BER

and the security required. Figure 4 below shows how
t hr oughput is an end-to-end neasurenent of system
ef fectiveness. As shown in the graphs, as the nunber of

users, security requirenents, or the required BER go up,
t he throughput of the systemw Il go down. To offset this,
as shown in the second graph, transmssion (TX) and/or
receiver (RX) power can be boosted in order to get nore
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t hr oughput . This is not weasily done wth shipboard
appl i cations due to l[imted space and wei ght

consi derati ons.

R [ U

Humber of Users T4 and RX Fower Required Securdy Required BER
Fi gure 3. Thr oughput vs. variabl e paraneters [From Ref. 4]
J - Ease of Use

How easy is the system to use and maintain? |Is
it Iike standard phones and PC s? O would users have to
| earn new systens? [Ref. 8, p.8] Ease of use nmay be one
of the nost inportant evaluation criteria in deciding
bet ween two systens. No system is effective in support of
m ssions unl ess personnel use it. Therefore, the technica
depth required to operate the system needs to be kept to a
m ni mum

K. Security

Security involves how the systemw || protect the
privacy and integrity of user data, as well as the network
itself. Specifically, security is the ability of a system
to avoid, prevent, negate, or mtigate the degradation,
di sruption, denial, unauthorized access, or exploitation of
comuni cations services by adversaries or the environnment.
This is typically done through sone type of encryption
schene. There are three areas of security: authenticity,
integrity, and data secrecy. Each system will have to be
evaluated as to the level of security that is provided.
[Ref. 8, p.8]
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. Data Secrecy is often addressed by clearance
levels (TS, S, C, U. This ensures only
certain personnel has authority to view
specific material.

. Integrity helps to prevent unauthorized
nodi fi cation, and ensure data accuracy.

. Aut henticity is proven by assi gni ng
passwords, pins, and tokens. It proves your

identity by something you know, sonething
you have, or something you are (bionmetrics),
often used in conbinations. [Ref. 9, p.5]

l. Mai ntai nability

Mai ntainability is defined as the “ability” of an
itemto be retained in or restored to a specified condition
when  personnel with the right skills perform the
mai nt enance. [Ref. 8, p. 8]

2. System Qper ati onal Perfornmance

These netrics generally address how well the system
hel ps the Coast Guard performits mssions. They generally
are qualitative in nature and based on feedback from the
users in the field. These 3 areas are used to establish
overal | standards on how well a system can/and will be used
in aiding CG afl oat/airborne assets. [Ref. 8, p. 8]

a. Dat a Conmuni cati ons

Data conmmuni cati ons consist of all text, database
queries, and nessage traffic between two conputers. [ Ref.
8, p. 8]

b. Real -time Position Location and Tracking
Automated position location wll enable watch
standers to know vessel/aircraft |ocation, speed, and

direction without waiting for wupdated position reports.
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This wll prove vital in the SAR and coastal Honeland
Def ense operations. [Ref. 8, p.8]

C. Pr ot ect ed Conmuni cati ons

Pr ot ect ed, or secure conmunications is the
ability to transmit and receive voice, data, or video over
a wired or wreless nmedium without the possibility of
interception or nodification from unwanted persons. Thi s
IS nostly done t hr ough encryption of dat a and
aut hentication of users. This also includes connections to
SIPRNET and DMS. [Ref. 8, p.8]

Anot her criteria used during evaluation and conparison
of each system performance is efficiency. Efficiency can
be neasured by the bandwidth provided conpared to the
bandwi dt h occupi ed. The closer this ratio is to one, the
better the efficiency. Technology is always inproving

efficiency, so this is a neasure of how easily the system

will be able to take advantage of those inprovenents. [ Ref.
8, p.8]
F. SUMMVARY

Information collection and distribution are essenti al
conmponents of nost CG m ssions; however, information needs
have typically outpaced the ability of the installed
communi cations systens to neet those needs. This m smatch
leads to reduce effectiveness of CG operations. One
current need is for CG aircraft to comunicate information
on vessels sighted to the shipboard conmander quickly and
efficiently. The shi pboard commander needs to be able to
access this information in real-time as well as retrieve
related information from historical databases [Ref. 10,
p.1]. In order to fully reap the benefits of a systemthat
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would allow CG cutters and aircraft to maxim ze the use of
resources based at shore-side facilities, there are four

keys to success:

* Develop a systemthat is easy to nodify as needed,

keepi ng conplexity at a central server
e Provide real-tine response

e Gve users only the informati on they need, when they

need it

e Provide automatic data transmittal into the main CG
| aw enforcenent database (LEIS). [Ref. 6, p.3]

The next figure further expounds wupon the previous
diagram of the ICS, and incorporates wth that a view of
requi renents and cutter connectivity needs. This figure
hel ps to bring together the fact that m ssion, operational,
and technical requirenments need to be accounted for when

choosi ng a comuni cati on technol ogy.
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Figure 4. Critical path for conmmuni cations systens [From

Ref. 10]

As previously discussed in this chapter, the Coast

Guard has tasked many teans to aid in the search for a

communi cations solution for CG afloat and airborne

As has al so been shown, CG current hardware i s not

asset s.
capabl e

of providing the desired capabilities that future m ssions
will denand. The Coast Guard architecture has been built

as a private network wth specific, controlled

access

poi nts (points-of-presence) to other private networks and

the greater Internet. This has been done to afford the

Coast Guard the ability to maintain CG own Intranet for

CGNEB and enterprise architecture (EA) hosting as well as

an enterprise-wide e-nmail service.

When we conpare the technologies that the R&D Center

and TISCOM are currently exploring for connectivity
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requirenents to all CG cutters, all of the proposed
solutions fall short to sonme degree. As a result, the
Coast Guard is marching ahead with the new devel opnents of
| NMVARSAT-B, in an attenpt to provide the bare mninmum in
order to get by. Unfortunately this cones at a very high
pri ce. [Ref. 5, p.25] Current stunbling blocks for
proposed solutions include: heavy or |large antennas, |ack
of comrercial funding and further devel opnent of Low Earth
Obit (LEO satellite conmunications, and a limted Coast
Guard budget. Most of the solutions that have been tested
could be nmade to work, but not necessarily as efficiently
as the CG would Iike or can afford.
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[11. 1 NVARSAT

A GENERAL OVERVI EW

The International Mritine Satellite Organizations
(I NMARSAT) was founded in 1979 as an International
Government Organi zation (1GO. The 1G0 was tasked wth
providing a system of satellite comunications for the

maritime industry. The system was to provide fleet
managenent , safety at sea, and di stress response
capabilities to the worldwide nmaritinme industry. Wi | e

| NVARSAT continues to performits original mssion, it has
since expanded its scope of service to include |and, nobile
and aeronautical applications to include telephony, high-
speed data transfer, and data broadcast. In 1998, | NMARSAT
created a private conpany to conpete in the handheld
satellite tel ephone conmmuni cati ons market. That conpany is
known as | CO d obal Comuni cati ons.
1. History of | NVARSAT

| NMVARSAT was established in July of 1979, as a
measured response to satisfy the conmunications needs of
the maritine industry. In 1966, the International Maritine
Organi zation (I M) undertook a study to identify a neans of
providing satellite comrunications for the maritine
industry. The result of the study was a reconmendation to
utilize space conmuni cati ons t echni ques. Thi s
recomrendation triggered the allocation of frequencies to
the maritime nobile satellite service in 1971, | MO was
tasked to be the lead agency for the project and convened

an international conference of governnents. After three
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such international conferences, 79 nenber nations accepted
and adopted the | NMARSAT conventi ons.

| NMVARSAT established its headquarters in London and
began providing ship nanagenent, distress and safety at sea
services to the maritine industry in 1982. It later
extended its focus to include aeronautical and |and nobile
oper at i ons. It has since provided tel ephone, telex, data
and fax services to international shipping, aviation and
| and nobi | e oper at i ons. | NVARSAT  cel ebrat ed t he
installation of its 100,000'™" termnal in December 1997 and
has experienced continued growh as interest in satellite
conmuni cations continues to expand. [Ref 11, p. 25]

2. Space Segnent

Wi | e | NMARSAT has grown beyond the maritinme industry,
it has opted to maintain a space segnent that is comopn to

all its systens and applications. The space segnent is
conposed  of a series of satellites in circular,
geosynchronous orbit in the plane of the equator. They

orbit at a height of approximately 35,600 Kkiloneters.
| NMVARSAT has operated three generations of satellites and
is currently nmaking preparations for a fourth generation to
be operational by 2004.

a. | NMARSAT- 1

| NMVARSAT' s first generation was a constellation
of 3 satellites. These satellites and their services were
| eased from COVBAT, ESA, and | NTELSAT. These satellites
operated on a three-ocean-region configuration. Each
satellite provided single global beam coverage.
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b. | NMARSAT- 2

| NMARSAT- 2 satellites repl aced t he first
generation satellites in the early 1990's. Unli ke the
first generation, these satellites were wholly owned and
operated by | NVARSAT. They were designed for a 10-year
lifecycle. The major inprovenment | NVARSAT-2 provided was
it mgrated to a four-ocean-region configuration wth
satellites |ocated at 18.5 W 55 W 83 E and 180 E
| ongi t ude. The four satellites’ coverage areas were the
Atlantic COcean Region East (ACRE), Atlantic Ocean Region
West (AORW, Indian Ccean Region (IOR), and the Pacific
Ccean Region (POR), respectively. Wth the increased
gl obal beam of the fourth satellite, | NMARSAT coul d provide
gl obal coverage of the entire earth with the exception of
only the extrene polar regions. Wen replaced by | NVARSAT-
3, I NMARSAT-2 satellites were maintained in orbit to assune
t he role of i n-orbit spar es for t he | NMARSAT- 3
constellation. [Ref 11, p.462]

| NMARSAT- 2 satellites utilize L- band for
communi cations with ships and C-band for comrunications
with shore stations. Each satellite utilizes an array of
61 elenents to provide the global L-band beam The
satellites also contain two 7-elenment arrays to nmaintain
the C-band connections, (one elenment each for transm ssion
and reception). For shore-to-ship comunications, one CL-
Band channel is used with a 16 Mz bandw dth. Shi p-t o-
shore communications utilize four L/ G Band channels
operating with 4.5 WM&z bandw dths. These |inks are
illustrated in figure 5. Each satellite has a total
capacity of 250 two-way voice circuits. [Ref 11, p. 462]
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Fi gure 5. Typi cal | NVARSAT Network [From Ref. 11, p. 463]

c. | NMARSAT- 3

| NMARSAT’ s third generati on, | NMARSAT- 3,
satellites were [launched between 1996-1998 and are the
current operating satellites for | NMVARSAT  servi ces.
| NMVARSAT-3 was designed to provide a tenfold increase to
system capacity and brought with it an increased
communi cati ons payl oad. Each satellite operates one gl obal
beam as well as up to seven spot beans. These spot beans
can be dynamcally directed to provide increased coverage
for areas of increased user denands. The satellites can
re-allocate both power and bandw dth anongst the spot
beans. This concept of spot beans has allowed | NVARSAT to

mai ntai n constant coverage and service, regardless of user
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demand. An exanple of the spot beans is illustrated in the

figure bel ow

Spot Beam Key

AOR-W =s—
AORE » = = =

IOR e T
POR S —

Fi gure 6. | NVARSAT spot beans [From Ref. 12]

| NVARSAT-3  still utilizes the convention of
maintaining a C/ L-Band channel for shore to ship
communi cations and an L/C Band channel for ship to shore
communi cati ons. Each | NMARSAT-3 satellite can support up
to 2000 sinultaneous voice circuits. Wth the addition of
the spot beans, |NMARSAT-3 also provided the capability to
support nobile personal conmunications services. These
services utilize an L-Band to L-Band configuration and need
only a laptop size termnal. The L-Band to L-Band nobile
channel can provide 1 MHz of bandwi dth. [Ref 11, p.462]

d. | NVARSAT- 4

Recognizing the growing nmarket for high-speed
internet access, corporate LAN access, and multinedia
connectivity, |INMARSAT is currently designing its fourth
generation satellite, | NVARSAT-4. | NVARSAT-4 is being

designed to be 100 times nore powerful than the present
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generation and to provide at least 10 tines as nuch
comuni cations capacity as today's system | NVARSAT has
awar ded t he contract to t he Eur opean spacecraft
manuf acturer Astrium The new generation will nmark the
| aunch of | NMARSAT' s new Broadband  obal Area Network (B-
GAN). The systemis planned to be operational in 2004. B-
GAN wll deliver internet and intranet content and
solutions, video on demand, videoconferencing, fax, e-mail,
phone and LAN access at speeds up to 432 kbps al nost
anywhere in the world. B-GAN will also be conpatible wth
third-generation (3G cellular systens.

B. | NMARSAT A

The | NMARSAT-A system was derived from the COVBAT
MARI SAT system which becane operational in 1976. The
system was designed to provide circuit switched tel ephone
and telex services between ships and the Public Swtched
Tel ephone Network (PSTN).

1. Land Segnent

The | and segnent network consists of many ship earth
stations (SES), several coast earth stations (CES) and the
network coordination station (NCS). Each ocean area
satellite space segnent carries a simlar terrestrial
support network. Each ship installs the SES onboard that
connects via L-Band frequencies to the space segnent. The
space segnent then connects with the CES using C- Band
frequenci es. The CES perforns the role of gateway to the
PSTN. [Ref. 11, p.462]

2. Channel Assignnment

The CES processes requests for the network received
from either the SES or from the PSTN For a ship
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originated single channel per carrier (SCPC) call, a
request nessage is received by the addressed CES. The CES
then relays the request to the NCS for channel assignment.
The NCS attenpts to assign a channel in the appropriate
spot beam If no spot beam is available, a channel in the
gl obal beam is assigned. Once the channel assignnment is
made, the NCS broadcasts the assignnment to both the CES and
SES. For shore originated or PSTN calls, the CES requests
the NCS to transmit a call announcenent to the requested
SES. Once the SES responds, the NCS nwmkes the proper
channel assignnment to either a global or spot beam and
transmts the assignment to both the CES and SES. [ Ref.
13, p. 3]
3. Antenna Requirenents

One shortcomng of |INVARSAT-A is that the termnals
are rather large in size. This is a result of the limted
power availability associated with the space segnent. As
the transmt power is tightly constrained, the antenna nust
become nore powerful to achieve the signal strength
required for a quality Iink. The system requires a
significant equivalent isotropically radiated power (EIRP)
value of at [|east 36dBW In order to achieve such
performance, the SES nust utilize an antenna between 0.7 m
and 1.0 min dianeter. By using such a |arge antenna, the
SES nust provide stabilization to account for the ship’'s
not i on. A typical CES enploys a large, 15-neter dianeter

antenna. [Ref. 11]

4. Cost
The above-mentioned factors all conmbine to create
anot her shortcomng of |NVARSAT-A, that of price. The
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average price for an SES termnal is approximtely $50, 000.
Anot her high cost itemis the CES infrastructure. The CES
costs are nostly attributed to the required access-contro

equi pnent . This equi pment provides the denand-assignnent
functionality. Not only is each CES responsible for
channel assignnment as nentioned above, but also each nust
have the ability to operate independent of the NCS in the

case of an NCS failure.

Wth the developnment and deploynment of | NVARSAT-B,
| NMARSAT- A has been rendered virtually obsolete. Wile the

system is still operational, no new SES designs have been
approved since 1989 for |NVARSAT-A term nals. [ Ref. 11,
p. 463]

C. | NVARSAT-B

Design of | NVARSAT-B began in the early 1980’ s. The
initial intent of the system was to reduce the cost of the
SES terminal and inprove the utilization of the satellite
resour ces. After several years of devel oprment, | NVARSAT-B
is now operational and is often thought of as the digita
versi on of | NVARSAT-A. However, | NMARSAT-B al so included
the technology for spot beans and an increase of services
provi ded. In order to provide these additional features

| NMVARSAT-B protocols are nmuch nore conplex than previous

systens. | NMVARSAT has opted to apply the |NVARSAT-B
protocols across as much of future systens as possible,
including the | NVARSAT-M This adoption of a single
protocol is an attenpt to enable the CES to use the sane
access-control equi pnent across all systens. [Ref 11, p.
464]
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1. Servi ces Provided

The majority of services provided by |INVARSAT-B are
still circuit swtched. | NVARSAT-B is able to not only
provide the telephony and telex services provided by
| NVARSAT- A, but also | ow speed asynchronous data (300 bps),
medi um speed data services (9.6 kbps) and high-speed data
services (64 Kkbps). In addition to these point-to-point
services, the |INMARSAT-B also facilitates shore-to-ship
broadcast telex services for fleet managenent, safety and
weat her nessage distribution as well as network nmanagenent
servi ces. The additional services also include a ship-to-
shore distress alerting facility. These services satisfy
the IMO requirenents for the Gobal Miritine D stress and
Safety Systens (QGVDSS). Currently, INMARSAT is the only
satellite provider to neet the GVDSS standards.

2. Voi ce Protocols

One of the new protocols included in I NVARSAT-B is the
enpl oyment of adaptive predictive speech coding (APC) for
the tel ephony channel. This technique is further discussed
bel ow. The standard includes the use of APC at the rate of
16 kbps. The channel also includes a sub-band data channel
t hat operates at 2.4 kbps. This channel requires the use
of convolutional coding to achieve an acceptable bit error

rate. | NVARSAT-B wutilizes 3/4 convolutional coding to
achieve a transmssion rate of 24 kbps. Convolutional
coding is discussed later in this chapter. [Ref. 11

p. 464]

a. Adaptive Predictive Speech Coding

Speech coding consists of conplex algorithms that

conpress digital representations of speech signals to
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mnimze the nunber of bits required to represent those
signals. They achieve this by taking advantage, to varying
degrees, of redundancies in the speech signal and certain
properties of the human hearing. Mdern speech coding
systens typically take advantage of the characteristics of
the auditory system the vocal tract and | anguage. Hi gh
quality is attained at low bit rates by exploiting signa
r edundancy. These systens also take advantage of the
knowl edge that certain coding distortions are nmasked by the
signal and the relative phase insensitivity of the human
ear. Speech coders often process speech in blocks, but
bl ock processing introduces comunication delay. Depending
on the application, the permssible total delay could be as
low as 1 nmsec or as high as 500 nmsec. Communication del ay
is irrelevant for one-way communication, such as in voice
mai | or broadcast applications, but can be very detrinental
in a network scenario. [ Ref . 14] Most inportant is the
fact that | NMARSAT's  communi cation delay is further
hanmpered by the latency inherent with any geosynchronous
satellite system
b. Convol utional Codi ng

Convol utional coding is a technique wdely used
to provide sone type of forward error correction (FEC
capability when transmtting over noisy or error prone
channels. The purpose of FEC is to inprove the capacity of
a channel by adding sonme carefully designed redundant
information to the data being transmtted through the
channel. The process of adding this redundant information
is known as channel coding. Convolutional coding is one of
the mjor fornms of channel coding to achieve FEC

Convol utional coders incorporate the nmenory of previous
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input frames along with the new input data to determ ne the
out put . Convol utional codes are usually described using
two paraneters: the code rate and the constraint |ength.
The code rate, k/n, is expressed as a ratio of the nunber
of bits into the convolutional encoder (k) to the nunber of
channel synbols output by the convol utional encoder (n) in
a given encoder cycle. In the case of 1/2 convol utional
coding, the input is a single bit and the output is two
bits. The renenbered frames are held in shift registers,
and the encoding is carried out by a fixed pattern of
additions on current and renenbered bits to produce the
output bits. The additions are exclusive-OR gates (nodul o-
2 adders). A typical schematic for a rate 1/2 encoder is
shown in the figure bel ow
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Figure 7. Convol utional Encoder [From Ref. 11]
| NVARSAT utilizes Viterbi decoding for its
convol utional codes. For years, convolutional coding with

Viterbi decoding has been the predom nant FEC technique
used in space conmunications, particularly in geostationary
satellite communication networks such as | NVARSAT. The
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nost common variant used is rate 1/2 convolutional coding
using a code with a constraint length K = 7. Wth this
code, binary or quaternary phase-shift-keyed (BPSK or QPSK)
signals can be transmtted with less. [Ref. 15] This is
very useful in reducing transmtter and/or antenna cost or
permtting increased data rates given the same transmtter
power and antenna sizes, but there is a tradeoff. The sane
data rate with rate 1/2 convolutional coding utilizes tw ce
t he bandwi dth of the sanme signal without it, given that the
nodul ation technique is the same. This is a result of 1/2
convol utional encoding transmtting two channel synbols per
data bit. The benefit is in the fact that if the nodul ation
techni que remains the sanme, the bandw dth expansion factor
of a convol utional code is sinply n/k.
3. Dat a Channel s

As mentioned above, | NMARSAT-B supports several |evels
of data transm ssion. They are telex, lowrate data,
medi um speed data and hi gh-speed dat a.

a. Tel ex and Lowrate Data

Both telex and lowrate data use TDM FDVA for
shore-to-ship communications and TDVA FDVA for ship-to-
shore communi cati ons. The system also has the option of
utilizing a single TDM carrier to accomobdate both telex
and lowrate data functions when demand levels are |ow
The transmi ssion rate provided for these services is 6 kbps
utilizing a BPSK nodulation schene wth 1/2 rate
convolutional coding in the shore-to-ship direction. For
shi p-to-shore conmunications, the transmssion rate is
increased to 2.4 kbps and enpl oys OQPSK nodul ati on. [ Ref .
11, p. 464]
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b. Medi umrate Data

The nmediumrate data services are very simlar to
t he tel ephony channel. The one major difference is the use
of 1/2 rate convolutional coding vice the 3/4 rate used in
the telephony channel. The convolutional coding and
subband data channel work to provide 2.4 Kkbps data
servi ces.

C. Hi gh- speed Data

| NMVARSAT-B can support and provide a high-speed
data service. | NVARSAT defines its high-speed data as 64
kbps. In order to utilize this service, the subscriber has
to upgrade the standard SES termnal. | ndependent of the
data rate, the channel rate is 132 kbps. This channel rate
is a function of 1/2 convolutional coding and sone
addi ti onal overhead generated by the data fram ng process.
The service enploys an OQSK nodul ation schene. The
channel spacing is 100 kHz. The link budget is designed to
provide a bit error rate of better than one error per 10°
bits transmtted. [Ref. 11, p.465]
D. | NMARSAT- C

| NMARSAT-C was designed to address the growi ng need
for land nobile service as well as to support the maritine
i ndustry. | NVARSAT-C provides a |owspeed, store and
forward, two-way nessaging service for both Iland and
maritime applications. It also provides a broadcast
nessage service that |INMARSAT refers to as an enhanced
group call. These broadcasts can be focused at the
i ndividual, fleet or geographical region |evel providing

the shore facility a wde variety of fleet nmanagenent

49



opti ons. However, the nore inportant use of this feature
is to support the I MO nandated GVDSS. [Ref. 11, p.465]
1. System Benefits

| NVARSAT-C was the first to be designed to use packet-
swi t ching techni ques. The system configuration is simlar
to that of both I NMARSAT-A and B with regards to both the
| and and space segnents. One of the benefits of | NVARSAT-C
is that its low transm ssion speed of only 1.2 kbps enabl es
a very low G requirenent for the SES's. This also permts
the use of wun-stabilized antennas for the SES s. Thi s
results in a nmuch smaller, sinpler and significantly
cheaper SES. These smaller SES termnals provide a nore
versatile system that can be installed on a variety of
platfornms including small vessels and vehicles.

2. Mul ti pl e Access Schenes

The NCS and CES units transmt on one or nore carriers
nodul ated at 1200 synbols per second using unfiltered BPSK
A TDM format is utilized to permt both fixed and vari able
| ength data packets. For the ship-to-shore conmunicati ons,
the SES's can transmt in one of two nodes, dependent upon
whether the system is transmtting a short nessage or
si gnal i ng. A slotted-ALOHA schene is utilized for
signaling transm ssions. For short nessages, a TDVA schene
is enployed using tinme-slot-reservation protocol. These
access schenes are further discussed below. A third option
is to assign a unique channel to a single SES/CES pair for
| onger nessage transm ssion. [Ref. 11, p.465]

a. Time-Di vision Miultiple Access (TDWVA)

TDVA is an access technique that allocates each

user a periodic tinme slot. During this tine slot, the user
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transmts a burst of information on a comon carrier. The
common carrier is shared between all other users of the
channel . The successive bursts fromdifferent users form a
mul ti pl exed TDVA frane at the satellite. Each burst needs
to be highly time synchronized to elimnate any chance of
burst overl ap. A small guard time may often be inserted
bet ween each burst to also help guard against any overl ap.
The tinme slot allocation can be either a fixed or flexible,
demand al |l ocated schenme. An exanple of a TDMA frame is in

the figure bel ow

Guard time
Burst 1 Burst 2 Burst 3 time
i
- — — - - - - - — - —fgee
TDMA Frame
Fi gure 8. TDVA franme format [From Ref. 1]

TDMA carries wth it several benefits and
shortfalls. The first of the benefits is that only one
carrier is being transmtted at one tinme. This permts the
full power of the system to be available for transm ssion.
This allows a TDMA schene to achieve a higher overall EIRP
than those systens utilizing other schenmes such as

frequency-division nultiple access (FDWA). A fixed
assignnment TDVA schenme will also have a well-defined system
capacity. This will help to enable proper system planning.

One shortcomng of a TDVA system relates to the use of a
single carrier. Wiile the use of a single carrier permts
the systemto operate at a higher EIRP, it can also lead to
inefficient operation. System power is wasted during enpty
slots that will occur when the network is lightly | oaded.
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The single carrier constraints prevent the unused power
from being redistributed to other carriers in use, as an
FDVA schenme would permt. Anot her shortcom ng of the TDWVA
scheme is the need for very exact time synchronization
between all segnents of the network. Usually this involves

timng bursts to be transmtted over the network by the

master, or reference, earth station. This, coupled with
any guard tinmes in the TDVA franes wll decrease the
carrier availability for actual subscriber information

transm ssion. [Ref. 16, pp.83-83]
b. Sl otted ALOHA

One of the sinplest random access schenes is the
ALOHA pr ot ocol . Each station transmts a nessage whenever
the need arises. The nessages are transmtted as a data
packet over a comon channel shared by all other users of
t he network. Qovi ously, sone transmissions will result in
a collision of the packets. When a collision is detected
the transmitting stations are notified and after a random
delay, they each retransmt their packet. This process
will continue until the packet is transmtted successfully.
ALOHA protocols also use cyclic redundancy check (CRC) to
detect any packet errors. CRC is a built-in error
detection coding technique that uses a nunber of check bits
appended to each data packet. |[|f an error is detected, the

packet is retransmtted until it is received successfully.

Slotted ALOHA is an enhanced version of the basic
ALOHA prot ocol . In Slotted ALOHA, each data packet is the
sanme size and constrained to begin and end at fixed and
regular time intervals. This works to elimnate collisions

caused by overlapping data packets and reduces the
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retransm ssion requests on the network. One shortcom ng of
this protocol is that there are often unused portions of
the channel. Another, nore significant issue is throughput
decl i nes as t he nunber of subscri bers i ncreases.
Furthernore, the protocol also requires a high |evel of
time synchroni zation across the network. As with TDVA, the
time synchronization carries with it a heavy overhead to
mai nt ai n. ALOHA protocols often include guard tines to
hel p elimnate any overlap. [Ref. 11, pp.151-152]
3. Land Segnent

Aside from the small antenna, the | NVARSAT-C term na
consists of a unit only a little larger than a desktop-PC
nodem The termnal requires a less powerful antenna and
an EIRP of only 12 dBW The termnal also utilizes an RS-
232 serial link consistent with other asynchronous data
comuni cation equi prrent. The requirenents for the CES have
been designed to match those of | NMARSAT-A and B, allow ng
the CES's to use the existing RF heads.

E. | NMARSAT- M

| NMVARSAT-M is one of the newest technologies being
devel oped by | NVARSAT. It is being devel oped as part of a
cooperative approach to include North America and Australia
depl oynent s. The cooperative approach is an effort to
achieve a comon global standard for Mtype systens.
| NVARSAT-M was designed to provide nobile termi nals that
work in conjunction wth the standard |NVMARSAT space
segnent . These new termnals are called nobile earth
stations (MES) and are designed to provide nedium quality
tel ephony and full duplex, nediumrate data services. [Ref.
11, p. 466]
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1. MES Term nal Requirenents

| NMVARSAT-M  services  support two types  of VES

termnals, one for land operations and one for maritine

oper ati ons. The antenna for the land MES is a manually
poi nted phased array. The entire land MES termnal is
about the size of a small briefcase. The maritinme MES

achieves the best results when a symetric beam antenna is
used with an actively stabilized nount. The stabilized
antenna causes the maritinme MES to be nore expensive than
its land counterpart. [Ref. 11, pp.466-467]

2. Transmi ssi on Signaling

The | NMARSAT-M system is a circuit-switched network
that operates with the | NMARSAT-3 space segnent. The MES
is able to operate within both the |NVARSAT-3 gl obal and
spot beans. The transm ssion channels are assigned using
the sanme protocols as | NMARSAT-A and B, utilizing the CES s
and NCS' s for each region as both a gateway and the network
controller. The channels utilize an FDMA/ SCPC schene and a
transm ssion rate of 8 kbps. The use of OQPSK enabl es the
channel spacing to be reduced to 10 kHz.

a. Voi ce Transm ssi on

| NMARSAT- M provides only nmedium quality tel ephony
services operating at a transmssion rate of only 6.4 kbps.
This rate includes vocoder and integrated forward error
correction. The vocoder uses a voice-coding algorithmthat
uses a technique <called inproved multiband excitation
(IMBE). The algorithm was devel oped by DVSI, Inc. In this
techni que, the speech is partitioned into franes, and each
frame is analyzed to deternine pitch and harnonic

frequencies. The magnitude of the anplitude spectrum is
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then coarsely quantized and encoded. The phase is not
encoded. The decoding involves synthesizing sinusoids for
the encoded frequencies and anplitudes, and carefully
mai ntai ning continuity of phase between one frame and the
next. [Ref 8] The vocoder data is then multiplexed with
subband data and framing information that operates at the
rate of 1.2 Kkbps. The system then wuses 3/4-rate
convol utional coding. [Ref 11, p.467]
b. Data Transm ssi on

| NMARSAT-M  al so provi des medi umrate dat a
servi ces. Qperating in the duplex data node, t he
information is conbined with the subband and framng
information. The data is then processed utilizing 3/4-rate
convol utional coding. The coded synbols are then arranged
into franes and transmtted at a rate of 8 Kkbps. The
channel requires a satellite EIRP of no nore than 17 dBW
[ Ref. 11, p.467]

3. M ni - M

Wth the introduction of |INMARSAT-3 s spot beam a
derivative of the | NVARSAT-M system becane operational |ate
in 1996. The system becane known as the mni-M These
termnals are slightly smaller than a full-M termnal.
They are approximately the size of a |aptop conputer. The
main difference between full and mni-Mis that the voice-
coding rate has been further reduced in the mni-M The
voi ce-coding rate was reduced from 6.4 kbps to only 4.8
kbps following the application of forward error correction
t echni ques. Furthernore, the antenna gain was reduced to
only 9 dB. [Ref. 11, p.468]
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F. | NMARSAT CAPACI TY EXPANDER (| CE)

| NMVARSAT Capacity Expander (ICE) is a patent pending

t echnol ogy devel oped by | nnovati ve Communi cat i ons
Technol ogies, Inc. (ICTl). | CE technology enables an
inmproved neans of point-to-point full duplex digita

satellite comrunications using standard | NMARSAT services
ICE is a COIS solution that inproves the standard | NVARSAT
nmodul ati on, codi ng, si gnal i ng, duplexing and network
managenent techniques to essentially double the throughput
of a standard | NMARSAT | eased channel .

1. Channel Enhancenent

Wiile ICE technology is applicable to all standard
| NMARSAT services (A, B, mni-M its possibilities are best
realized when applied to a |eased |NMARSAT-B channel. A
| eased | NMARSAT-B channel is an assigned frequency channe
to which the subscriber has wunfettered access. The
subscri ber does not have to conpete for the channel as a
user of the demand access system does. The |eased channe
provides 64 kbps when wutilized wth an upgraded SES
termnal. [Ref. 17]

| CE technology has the ability to nodify the SES
system A standard SES system will consist of the above
decks equi pnment (ADE) and the bel ow decks equi pnent (BDE)
The ABE includes, but is not limted to, the RF termnal
antenna and RF power amplifier. The primary conponent of
the BDE is the main control unit (MCU) that can be further
broken down to include the SCPC nodem input ports and RF
output. The nodification of the SES system required by the
| CE technology is the insertion of a passive elenent, the
| CEBOX, between the BDE and ADE systens. The figure bel ow
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illustrates an exanple of an |CE equi pped |NVARSAT SES.
[ Ref. 17]

_E:;]_

Inmarsat
Sateliites

i Standard Services
Standard MES MCU

(Inmarsat A, B, M4 & F)

Standard Services
ICEBOX

Standard MES ADE
(Inmarsat A, B, M4)

Inmarsat Std MES with ICE

ICE Services

ICE Server

Fi gure 9. | CE equi pped | NVARSAT system [ From Ref. 17]

The [ICEBOX 1is conposed of a duplexer, control
processor and a second satellite nodem The dupl exer
conbi nes the outbound signal for transm ssion and divides
t he inbound signals for denodul ati on. The satellite nodem
is equipped to utilize one or nore advanced FEC coding
schenes. The FEC coding schenes available for use are
Viterbi, Sequential, Reed-Solonon, Trellis and Turbo. The
nodem al so nmakes use of better nodul ation techniques (e.g.,
OQPSK or n-QAM to achieve higher data rates. The FEC and
nodul ati on schenes are controlled renotely from an |CE-
enabl ed NOC. They are dependent upon the bandw dth and
data capacity assigned to each SES. [Ref. 17]

These system enhancenents allow for better use of the
100 KHz channel allocation provided by a |eased channel.

The 1 CE system routinely will wutilize approximtely 96.3
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KHz in conparison to standard | NVARSAT-B, which utilizes
only 76.8 KHz. This bandwi dth efficiency, when joined with
better coding and nodul ation schenes, allow the ICE to
achi eve much higher transm ssion throughput for a standard
| NVARSAT channel . The I CE system can essentially double
t he channel’s throughput, from 64 kbps to 128 kbps with the
standard 100 KHz channel. [Ref. 18]
2. Bandw dth Al | ocation

Anot her benefit of the ICE solution is that it can
dynam cally allocate the bandwidth of a |eased channel
bet ween several |CE-equipped units. Assuming a 100 KHz
| eased channel, the ICE system can provide the equival ent
of 128 kbps of throughput. It can further break this
bandwi dth out and assign segnents to several wunits. An
exanple of this would be to provide 32 kbps to 4 units,
totaling the original 128 kbps. This is acconplished by
the ICTlI, Inc. network control center passing an Encrypted
Configuration Control (ECC) nessage to each of the units
sharing a single channel. The ECC nessage reassigns the
channel’s bandwi dth and may alter each of the unit’s coding
and nodul ation schenmes to achieve the desired assignnent.
ICTlI, Inc. has proven they can allocate bandwidth in 32
kbps segnments and claim they can achieve 16 kbps segnent
granul arity. This reallocation can be achieved in only a
few mnutes, assumng all units are linked to the system
[ Ref . 18]

3. Net wor k Pr ot ocol s

The ICE solution utilizes frame relay as a transport
pr ot ocol . The use of the frame relay is intended to
address several of the shortcomngs of TCP/IP over a
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geosynchronous satellite system TCP/ I P often struggles
over such a link because of the large latency tinmes
involved with such a system The franme relay protocol
el i m nat es some of t he t hr ee- way handshakes and

acknow edgenents utilized in TCP/IP in an effort to

decr ease retransm ssi ons and i ncrease t he effective
t hroughput of the system [Ref. 19, p.213]
a. Frame Rel ay Protocol

Frane relay protocol is a network transportation
protocol that is utilized to provide high-speed w de area
net wor k services. The protocol is often used for service
in the long-distance telephone carriers’ networks. The
protocol works to accept and deliver blocks of data on the
net wor K. Each block of data can be as large as 8,000
octets of data. The franme relay protocol is a connection-
oriented service. This means that a connection nust be
formed and nmaintained between two nodes of the network
before any information can be transmtted. This type of
connection-oriented service is designed to best handle and
deliver continuous data at a fixed rate. It is not the
nost efficient protocol for a burst-transmission traffic
network. [Ref. 19, p.236]

b. Geosynchronous Satellite Latency

Latency can sinply be defined as the tine it
takes a packet to travel from source to destination in the
system This is viewed as delay in a comuni cations system
and is one of the basic paranmeters when considering a
systemis quality of service (QOS). Several applications
cannot properly operate in situations of increased |atency.
For exanpl e, latency in voice communications becones
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noti ceabl e when del ays begin to exceed 100-200 nsec. Wile

small latency tines will exist on the network, the average
caller will not be able to distinguish a delay of snaller
than about 100 nmsec in a phone conversation. For this

reason, telephony applications denmand that the system

| at ency not exceed these paraneters.

The latency is, in fact, the tine it takes the
signal to travel the entire distance of the network from
the source node to the destination node. In terrestrial
networks, this may be on the magnitude of several mles or
even a few thousand mles. Wth these distances, today’s
transmssion lines are able to transmt signals over the
required distances with only mniml delays (on the order
of tens of mlliseconds). Probl ens arise when the signal
is required to transmt via a geosynchronous satellite as a
part of the network. The geosynchronous satellite is
| ocated approximtely 36,000 kiloneters above the earth’s
surface. This equates to an up and down travel distance of
approxi mately 75,000 kiloneters and incurs a system | atency
of approximately 250 nsec. This latency already exceeds
that required for telephony applications. In addition to
this latency, further delay incurred by terrestrial network
routing and connection solutions. For exanple, if one ship
were calling another ship, only 500 yards away, via a
standard | NMARSAT term nal, the m ninmum del ay under perfect
conditions would be 250 nsec. This incurs a noticeable and
awkward time delay for voice comunications. The probl em
is caused by the fact that the first ship is not sinply
calling the second. Each transm ssion nust travel 36,000

kiloneters to the satellite and 36,000 kiloneters back to
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the receiver. This is one of the downfalls of a

geosynchronous satellite network.

The sizable latency incurred by a geosynchronous

system also affects other aspects of a comrunications

net wor k. Latency has severe affects on any network
client/server and transport protocols. Most  networ k
protocols are designed with a LAN in mnd. By using the

LAN as a network nodel, the protocol is designed under the
assunption of only mnimal round-trip delays. For this
reason, the protocols are often designed using a series of
| ow bandw dth request and acknow edgenent exchanges. The
sending and receiving nodes both transmt several signals
either requesting data transm ssion or acknow edging the
recei pt of the data. Many protocols utilize a store and
forward nethod of transport. This neans that the sending
node stores the data to be transmtted before transmtting.
The node then transmts the data, retaining a stored copy.
The sending node waits for a signal fromthe receiving node
signifying that the data was received in an acceptable
format. The original node waits a set tinme for the
response nmessage. | f it does not receive the
acknowl edgenent wthin that tinme it starts the entire

process again. The original node will do this until it
receives the acknow edgenent nessage. It will also not
nove on to the next piece of data until it successfully

sends the first.

Wth the above process in nind, it becones
obvious why the Ilatency <caused by a geosynchronous
satellite system could cause severe problens for these

protocol s. Each transmi ssion also requires at |east one
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response. That equates to 75,000 kilometers the packet
must travel and 75,000 kilometers the acknow edgenent nust
travel. These delays equate to a mninum system | at ency of

500 nmsec before the sender receives an acknow edgenent.

TCP/IP is the protocol with which the internet
and nost LAN s operate. It works simlar to the generic
protocol described above. For this reason, TCP/IP is often
ineffective over a geosynchronous satellite network. One
solution to the problemis to nodify the protocol to wait a
longer tinme for the acknow edgenent nessage. The probl em
with that solution is TCP/IP is an end-to-end protocol.
That neans that you would have to nodify the protocol on
every conputer that wll comunicate over the network.
That essentially renders the solution infeasible.

Another solution is to translate the protocol to
one that does not exhibit the same responses to extended
| at ency. An exanple of such is the frame relay protoco
used by the ICE technology. The problemwth this solution
is that any data or network accessed outside the NOC needs
to be translated to the new protocol. This, unfortunately,
elimnates the reliability aspect of the TCP and could
potentially result in the delivery of invalid data.

G SYSTEM ANALYSI S

Chapter Il outlined a series of twelve criteria
required for CG Coastal Honel and Defense (perations.
| NMVARSAT is one possible solution and nust be evaluated
with respect to these twelve requirenents.

1. Cover age

| NMARSAT can provide near-global coverage and, in
doing so, neets the defined requirenents. The only
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i naccessible areas are the extrene polar regions. These
regions are not being considered in our focus for coasta

homel and def ense operati ons. | NMARSAT-3 al so provides the
capability to increase coverage in areas of high traffic
volume with its spot beam technol ogy. These dynam cally
al l ocated spot beans can be focused on those areas nost
likely to experience increased comunications tenpo wth
regards to honel and defense operations. These areas wl|l
consist mainly of mmjor US seaports.

2. Accur acy

| NMARSAT is able to neet the defined requirenents for
accuracy. | NVARSAT-B was designed with a link budget to
provide a bit error rate of 10° The system al so takes
advantage of forward error correction techniques such as
convolutional coding to help protect against bit error

t ransm ssi ons. | NVARSAT-B's use of adaptive predictive
speech coding also increases the quality of all voice
t ransm ssi ons. However, the mni-M system does begin to

sacrifice sonme of the voice quality in an effort to reduce
si ze and power constraints of a full | NVARSAT-B termn nal
3. Avai l ability

| NVARSAT systens provide marginal availability for
homel and def ense operations. There are two system options
that need to be discussed with regards to availability:
demand access or |eased channel. Demand access w |l neet
the needs of operations for nost situations, but there is
no way to guarantee access to the system \While | NVARSAT-3
has drastically increased each satellite’'s total capacity,
there is still a limted system capacity. When an
operational wunit utilizes demand access, it is conpeting
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for channel space with every other system user in that
satellite’s footprint. This could prove a problemin tinmes
of extrenely high traffic volume, such as a natural

di saster or national emergency.

The solution to the availability problem for |NVARSAT
is to purchase a |eased channel. This will provide a

guaranteed channel for the operational units regardless of

t he demand access climate. However, this solution carries
with it two major problens. The first of which is cost.
This will be discussed later, but may prove prohibitive.

The second problem ironically, is availability of |eased
channel s. | NMVARSAT has only provided a defined nunber of
| eased channel s avail able for purchase. O the operational
satellites, all of the available channels have already been
allocated and there are no new channels for purchase.
Wil e the Departnent of Defense (DoD) has purchased nany of
these channels, the CG is not a part of the DoD and
therefore CG operations are forced to conpete with other
DoD operations on a priority basis. This by no neans
guar antees constant access to a | eased channel for honel and
defense operations unless there is a policy change by the
DoD.

There may be a partial solution to this problem
| NMVARSAT is planning to nove another satellite to cover the
Paci fic COcean region. This would provide coverage of the
Pacific Coast and a portion of the East and Gulf Coasts.
There are still channels available for purchase by the CG
This solution, when inplenented in conjunction wth a
technology such as ICE, that permts the channel to be

split and further allocated, my prove to be an option.
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However, this wll only provide a partial solution, as
there will still be coastal zones |eft uncovered by the new
satellite.

4. Cost

Cost of a fully inplenmented |NVARSAT solution may
prove the single nost prohibitive factor. The cost of
| NMVARSAT' s hi gh-speed data (HSD) is approximately $9 per
m nute of usage. That equates to al nost $13,000 per day of
uninterrupted wusage or just under $400,000 per nonth.
Wiile it my not be necessary to have an uninterrupted
connection for a nonth at a tinme, it is still necessary to
mai ntain a connection for several hours per day of
oper ati on. This equates to thousands of dollars every day
for only 64 Kkbps of denmand access. Currently, CG
operations budget for approximtely $30,000 per nonth for
the major cutters on patrol. This provides just over 1.5
hours of dial-up connectivity per day of patrol. Also, the
budgetary climate only allows for the nmjor cutters to be
all ocated a budgetary line item for | NMARSAT expenses, but
these are not the units that will be conducting nuch of the
coastal honeland defense operations. Currently, the CG
does not have funding to support the costs of operations
for the smaller vessels that will be perform ng nuch of the

coastal operations.

The option of a |eased channel does not provide much
of a cost savings to the operation. A leased channel, if
available, wll cost approximtely $30,000 per nonth, but
provi de 24x7 access to the HSD network. This inproves the
outl ook slightly but still carries with it a large price
tag and only provides access to a fewunits at a tine.
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The last option is to utilize a |eased channel with a
dynam ¢ bandwi dth allocation technology such as ICE. Wile
this allows for both an increased data rate as well as
increasing the nunmber of units sharing the connection, it
does not provide the required bandwi dth when the channel is
real |l ocated anong several units. It nmust wutilize the
entire channel for one wunit to achieve the required
bandw dt h. The system also carries with it the cost of re-
capitalizing the current architecture. Each wunit would
have to be provided the ICEBOX as well as installing a

simlar unit at each gateway to the network.

5. I nteroperability

| NMARSAT provi des an accept abl e | evel of
interoperability. It provides the capability to work as a
swi t ched net wor k, provi di ng poi nt -t 0- poi nt di al -up
operations as well as access to its HSD. The dial -up

capability allows for both ship-to-shore and shore-to-ship
fully dupl exed operations. This enabl es constant contact
if a channel can be provided. It also provides the ability
of the wunit to access the CGs Virtual Private Network
(VPN) for access to CGDN+. The only shortfalls for
interoperability are those pertaining to geosynchronous
satellite |atency. As discussed earlier, the extrene
| atency issues often effect network operations, as the
network protocols were not designed for such latent
oper at i ons.
6. Lat ency

As discussed earlier, |NVARSAT operations introduce
extrenme |atency issues into a networking scenario. The
m nimal one-way delay of 250 nsec is enough to inpede
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sinpl e voice conmunications. Lat ency becones even nore
t roubl esone as an att enpt to net wor k over t he
geosynchronous satellite |link 1is nade. For network
protocols, the required round-trip request/acknow edgenent
operations are subject to a mninum of a 500 nsec del ay.
This delay is sinply unacceptable for a network sol ution.

7. Reliability

| NVARSAT neets the requirenents for reliability. It
was designed with the maritinme environnment in mnd and has
been in operation for many years. It operates on proven
technology and should provide a stable and reliable
communi cations link in the future as technol ogies inprove
and the systemis updat ed.

8. Capacity

| NMVARSAT-B can provide marginal system capacity for
coastal honeland defense operations. Wth the upgraded
architecture, it can provide access to its HSD network at
64 kbps. This is below the identified mninmmof 128 kbps,
but does provide a nanageable data rate. The overall
system capacity has been increased with the use of both
gl obal and spot beam technologies in operation on all
satellites. The dynamic allocation of the spot beans
provi des the system sonme neans of adjusting to periods of

increased traffic. However, w thout the purchase of a
| eased channel, channel assignnent is still on a demand
assi gnment basi s. There is always a potential for the

systemto exceed its capacity of potential channels.
9. Ease of Use

| NMVARSAT provides an easy to use system For point-

to-point calls, it is no different than a standard
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tel ephone. The sane is true for a network connection. The
service can be accessed as any other dial-up service, so
there are no additional training requirenments involved.
Also, the CG is currently using |NVARSAT systens, so there
is system know edge already present in the fleet.

10. Security

Security could prove a shortfall of the | NVARSAT

system | NVARSAT requires external equipnent the security
requirenents for operation. The system can easily be
i npl emented through a STUIII phone and achieve the
required point-to-point encryption. However, STU-IIl 1is
limted to a data rate of 9.6 Kkbps. A separate US

Governnment (USG certified encryption technique would be
required to take full advantage of |NVARSAT-B' s 64 kbps
capacity. As the system is a wreless technology, the
potential exists for transm ssion interception. Even if
proper encryption standards are inplenented and naintai ned,
potential shortfalls for security are the system is
vulnerable to traffic analysis, diversion and man-in-the-
m ddl e attacks. This is primarily because end user
encryption can use cover |ink signaling.
11. Maintainability

| NMVARSAT provides a marginal maintainability solution
The space segnent is fairly maintainable as it operates in-
orbit spares for all satellites. The SES termnals were
designed for at-sea usage so they are fairly robust wth
regards to the influence of seawater and weather. The
problem exists in the size of the |INVARSAT-B unit. The
power constraints of the system demand a fairly |I|arge
antenna structure. This is a constraint as to the size of
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the unit on to which it can be install ed. The coast al

homel and defense operations wll be conducted nostly by
units 87" in length and smaller. Sonme of these units do
not possess the deck space required for such a unit. Also

associated with the |INVARSAT-B system is the need for
stabilization equipnent. This further adds to the deck
space requirements.

12. Throughput

As a single channel servi ce, | NVARSAT  provi des
mar gi nal throughput. The defined requirenent is 128 kbps.
However, |INMARSAT's current architecture can provide a
capacity of only 64 kbps per channel. Additionally, this
data rate is attainable only if the systemis HSD equi pped.
However, the actual throughput is further reduced once FEC
and bit interleaving 1is added as overhead. Mor e
i mportantly, the large latency incurred by the GEO
satellite system affects the actual throughput. For
exanpl e, when using a transport protocol such as TCP, the
actual throughput is dependent upon not only the avail abl e
data rate, but also the receive w ndow size. Using the
standard wi ndow size of 8 kilobytes and an average | atency
of 500 nsec, the nmaximum data rate is approxinmtely 128
kbps. This actual throughput is further reduced by nearly
40% once each packet is formatted, encryption applied and
error correction techniques inplenented. This reduces the
potential throughput to only approximately 70 Kkbps. The
system is wunable to achieve desired throughput w thout

nodi fyi ng transport protocols.
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H. CONCLUSI ON

| NMARSAT can provide only a partial solution. Even
with its HSD network, it can provide only a portion of the
required connectivity. This connectivity also cones at a
cost, not only in dollars, but also in latency and the
associated network issues it creates. The system also
contains several security risks that may involve extensive
addi tional equipnent to mtigate. |Inplenenting an | NVARSAT
network as the basis for CG connectivity, while conducting
coastal honeland defense operations, my be viewed as
i npl enmenti ng an expensive 80% sol uti on.
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V. GLOBALSTAR

A GENERAL OVERVI EW

The d obalstar systemis a LEO satellite based nobile
comuni cations system that provides quality wreless

comuni cations for both voice and data. The system

provi des near-gl obal coverage (approxinmately 70°S to 70°N
| atitudes), leaving only the polar regions w thout service.
The systenmis space segnent is conposed of a satellite
constellation of 48 operational satellites acting in a
“bent pipe” capacity. The ground segnent is conposed of
Ground Operations Control Centers (GOCO), Satellite
Operations Control Centers (SOCC), the dobalstar Data
Network (GDN) and Subscriber Units (SU). The key
capabilities of the dobalstar system are |ower usage
costs, increased privacy and quality by the use of Code
Division Miultiple Access (CDVA) schenmes, position |ocation
and path diversity. The d obal star system was designed to
conplement and extend the PSTN or Public Land Mbbile
Net wor k ( PLIWN) .
1. Hi story of d obal star

G obalstar is a consortium of |leading international

t el ecommuni cati ons conpanies working together to provide

hi gh-quality, satellite-based wreless conmuni cat i ons.
The consortium was founded in 1991. The nenbers of the
consortium are listed below in table 3. d obal star was

granted a full FCC license in Novenmber of 1996. Thei r
wor | dwi de feeder and user |ink frequencies were approved by
the International Telecomunications Union in Novenber of
1995. The satellites were |aunched using rockets from two
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manufacturers. Twenty-eight satellites were |aunched using
the Boeing Delta Il rockets and twenty-four satellites were
| aunched usi ng t he Starsem  Soyuz rockets. The
constellation of 48 satellites was conplete in Novenber of
1999 and the system was fully operational in the fall of
2000.

Loral Space & Communications Ltd. (www.loral.com)
One of the world's leading satellite communications companies

QUALCOMM, Inc. (www.qualcomm.com)
A leader in CDMA technology

Alcatel (www.alcatel.com)
The world's largest manufacturer of telecommunications equipment

Alenia Aerospazio (www.alespazio.it)
A Finmeccanica company, the major ltalian space industry provider

China Telecom (www.cthk.com)
A leading Chinese telecommunications company

DACOM (www.dacom.co.kr)
A leading South Korean telecommunications company, which pioneer Korea's data
telecommunications industry during the last two decades.

DaimlerChrysler Aerospace (www.eads-nv.com)
A world leader in aerospace, defense technology and propulsion systems

Elsacom (www.elsacom.com)
Elsacom is a Finmeccanica company specializing in the provision of fixed and mobile
satellite telecommunication services that operate on the international market.

France Telecom (www.francetelecom.fr)
The world's fourth largest telecommunications operator, with 30 million subscribers
and operations in 31 countries

Hyundai (www.hei.co.kr)
A US $70 billion company and South Korea's largest conglomerate

Space Systems/Loral (www.ssloral.com)
One of the world's most experienced manufacturers of commercial communications
satellites

Vodafone (www.vodafone.com)

In July 1999, Vodafone of the United Kingdom merged with another Globalstar
partner, AirTouch, to form the world's largest provider of mobile telecommunications
services

Fi gure 10. A obal star Consortium [ From Ref. 20]
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2. Land Segnent

A obal star was designed to be a whol esaler of wreless
conmuni cation services. The consortium provides the
satellite constellation and the technology to wuse and
mai ntain the system but other entities provide the actual
service to the users. Usually, this service is provided by
a single country or by several countries |ocated near each
other. To becone a service provider, the country needs to
purchase, install and operate a gateway. A gateway is the
link between the dobalstar satellite constellation and
existing terrestrial conmmunication systens. Keeping in
mnd that d obal star was designed to conplenent and extend
a current PSTN or PMLN not replace it; a d obal star gateway
can connect to either an existing PSTN or a cellular
net wor k. The gateway 1is conpatible wth either the
Eur opean cellular standard of the d obal System for Mobile
Comuni cations, Goupe System Mbile (GSM or the US
standard of Advanced Mdbile Phone Service (AMPS) of a PMN.
The gateways integrate to the PSTN utilizing a standard
T1/E1l interface. An exanple of this is belowin figure 10.

. 2atellike

) 1. Handset @ 3. Cateway

@4 leatination

Figure 11. User to destination connection [From Ref. 21]
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Each gateway is conposed of three or four dish

ant ennas, a switching station and renpte operating
controls. The typical gateway can cost between $3 mllion
and $6 mllion depending upon the nunber of subscribers to
be supported by the gateway. These cost estinmates also

assune the gateway is collocated with a switch to the

appropriate terrestrial or cellular network. [Ref. 20]

Each segnent of a gateway is designed in a nodular
manner . This allows for wup to 16 separate service
providers to operate from a single gateway. Not only does
this allow for synchronized growmh to neet market denmand,
but it also allows for several service provides to share
the cost to obtain and nmaintain an operational gateway.

The G obalstar system is designed as a bent-pipe
system This means that the satellites do not conduct any
signal processing other than to anplify and repeat the
signal to a ground station or gateway. As d obal star works
to conplenment and extend PSTN and PM.N systens, all the
required switching is conpleted by the gateway. By
designing the system as such, the mgjority of the systens
technology is located at the gateways. This provides for
easy nai ntenance and updates. The design of the gateways
al so provides several other features that allow d obal star
to remain conpetitive in the market. [Ref. 11, p.529]

. Standard ET1/T1 interfaces to PSTN PM.N

. Programmabl e signal interfaces to connect to
| ocal infrastructure

. Up to 16 service providers can share the cost of
a gat eway

. Firewal | services to ensure security

. Seanl ess services for satellite, GSM and AMPS
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. Cellular GSM and AMPS features at each site

. Unmanned operations with renote nonitoring and
oper ati ons

. Encryption for voice and signal security [Ref.
20]

Several distinct control segnents are contained within
each gateway. These control segnents include space control
segnent, ground control segnent and the user segment.

a. Ground Qperations Control Centers

The Gound Operations Control Centers (GOCC) are
responsible for planning and controlling the use of
satellites by gateway termnals. They are al so responsible
for <coordinating with the Satellite Operation Control
Center (SOCC). GOCC s plan the comrunications schedul es for
the gateways and control the allocation of satellite
resources to each gateway. The GOCC is responsible for
nonitoring and maintaining the status of the entire ground
segnent in addition to assigning the satellite’ s resources
to the gateways. [Ref. 20]

b. Satellite Operations Control Center

The Satellite Operations Control Center (SOCC
manages the G obalstar satellite constellation. The SOCC
tracks satellites, <controls their orbits, and provides
telenetry and command (T&C) services for the constellation.
G obal star satellites continuously transmt spacecraft
telenetry data that provides on-board health and status
reports for the satellites. The SOCC also oversees
satellite launch and deploynment activities. The SOCC and
GOCC facilities remain in constant contact through the
G obal star Data Network (CGDN). GDN is the network

connection that the provides wde-area comrunications
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bet ween the Gateways, the GOCC s, and the SOCC s necessary
to maintain the system [Ref. 20]
C. Subscriber Units

G obal star’s subscriber units (SU are divided
into three separate classes. These classes are fixed,
nobi | e, and personal. The fixed SU s are tel ephone-boot h-
type units. These SU s are comonly found in renote, hard
to reach areas of a country that do not benefit from a
fixed PSTN or PLMN system This can be nuch nore cost
effective than running wire or fiber to every renpte part
of the planet. The nobile SUs can be nounted in a
vehi cl e. This can often provide an alternate neans of
power supply, allowing the handset to extend the life of
the battery and provide hands-free operation. The third
and final type of SU is the personal SU. These wunits
utilize an omi-directional antenna and provide worldw de
digital service simlar to a cellular phone. There are two
types of personal SU s, dual-node and tri-node handsets.
The dual -node supports both d obalstar and GSM cellul ar
st andar ds. The tri-node unit supports G obalstar, AWS,
and 1S-95 (a CDMVA cellular standard). [Ref. 20] Figure 11
denonstrates the interaction between the ground segnents
and the PSTN PLIMN.
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Clobalstar Galoway

Dun! Moda

Figure 12. G obal star system architecture [From Ref. 21]

3. Space Segnent

The space segnent of the G obal star system consists of
48 operational satellites and 4 in-orbit spares. The
operational satellites are maintained in 8 eight orbital
pl anes, with 6 satellites in each plane and at a hei ght of
1414 km which is below the Van Allen Belt. The orbital
period for each is 114 mnutes. The constellation
concentrates satellite coverage over the nore tenperate and

hi ghly popul ated areas of the earth. It is designed to
provi de 100% coverage by at least 2 satellites from 70°S to

70°N latitude. [Ref. 22, p.4] Figure 12 denonstrates the

wor |l d coverage of d obal star.
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Fi gure 13. A obal star coverage map [ From Ref. 18]

The G obalstar satellite was designed to be a sinple
and relatively low cost satellite. Cost of the satellite
beconmes an issue when |aunching a LEO constellation, as it
requires approxinmately 50 operational satellites vice only
3 or 4 for a GEO constellation. The d obalstar satellites
were designed to operate in a “bent pipe” system Thi s
nmeans that the satellites thenselves contain no onboard
processing capabilities. The satellite sinply connects the
user and a gateway.

The satellites are axis stabilized and utilize GPS to

track their orbital |ocation. Each satellite contains 5
thrusters wused for orbit <control, station keeping and
attitude control. The electrical power is provided by two

sol ar arrays and associ at ed batteries capabl e of
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mai ntai ning operational power during solar eclipses.
Communi cations are provided by phased array antennas and
utilize G, L- and S-band frequencies. Each satellite’s
footprint is produced by a pattern of 16 spot beans that
can cover an area of several thousand kiloneters in
di anet er. The current generation of satellites has a
design life of 7.5 years. [Ref. 21]
a. Power

As with any space segnent, power consunption is a
concern. Qobalstar is a LEO system and benefits from many
of the reduced power requirenents when conpared to a CEO
system Because the satellite is nuch closer to the
earth’s surface and the targeted users and gateways, the
system allows for smaller antenna gain requirenents and
EIRP values than a GEO system This allows for smaller,

| ess sophisticated antennas and | ower power requirenents.

Each satellite has a total power consunption of
bet ween 600 Wduring quiet state to over 2000 Wat tines of
peak system usage. To neet these requirenments, each
satellite is powered by two solar arrays. These arrays
automatically track the sun as the satellite is in orbit.
The arrays can provide between approximtely 1100 W and
1900 W of electrical power based upon their age. The two
arrays also work to charge the satellites nickel-hydrogen
battery system This battery system is capable of
providing system power to the satellite during a solar
eclipse, which can last as long as 33 mnutes. The battery
system also provides surplus power to they satellite in

times of increased usage. [Ref. 23, pp.936-942]
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b. Tel enetry and Command

The Telenetry and Conmmand (T&C) subsystem is the
means by which the ground segnment nonitors and naintains
the space segnent. Telenetry is the critical information
that the satellite reports to a ground station concerning
the status and health of the satellite and its subsystens.
The ground station interprets this information and issues
command nessages. These conmand nessages can alter the
orbit of the satellite, adjust control functions, nodify
power controls or query subsystens for updated information.

The T&C subsystem operates wusing two C-band
comuni cation |inks. Each satellite is assigned one of 12
separate channels for telenetry transm ssion. These 12
channel s are 10 kHz-w de channels at about 6,877 MHz. The
command information is sent via a channel centered at
approximately 5,091 MHz. The channel is 160 kHz wi de and
achieves a data rate of approxinmately 1 Kkbps. The entire
T&C subsystem utilizes single-beam C band antennas for the
transm ssion of T&C information. Al transm ssions are
encrypted to prevent unauthorized access to the satellites
T&C subsystem [Ref. 23, p.940]

C. Communi cat i ons Payl oad

The G obalstar’s satellite comuni cations payl oad
consists of L- and S-band phased-array antennas, C-band
horn antennas, power anplifiers and frequency converters.
As nentioned, dobalstar is a “bent-pipe” system Al so,
there is no inter-satellite link in the G obal star system
This further reduces the required comunications payl oad.
The satellite communicates only with users and gateways.
Wen a satellite receives a signal, it sinply anplifies the
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signal, translates the signal to the appropriate frequency
and transnmits the signal over the appropriate channel. The
sinple system design and limted requirements work to limt
t he cost of t he satellite and ease mai nt enance
requi renents. [Ref 24, p.185]

G obal star utilizes L-band (1610-1626.5 MHz)
frequencies for user-to-satellite conmunications. The
comuni cations payload anplifies the signal and translates
it to a Cband channel (6875-7055 MHz) and relays it to the
gateway for further connection to a PSTN PLMN or another
SuU. G obal star ternms this the reverse link. The forward
link is from the gateway to the user. In this link, the
gateway transmts the signal to the satellite in the C- band
(5091-5250 MHz). The satellite then anplifies the signal
and translates it to an S-band frequency (2483.5-2500 MHz)
before transmtting to the user. The all ocated bandw dth
between the user and the satellite is divided into thirteen
1.25 MHz channels for each link. [Ref. 20]

G obal star uses a sophisticated phased array
antenna for both the L- and S-band |inks. The antenna
di vides the coverage for the satellite into 16 beans that
collectively fill the satellite’s coverage footprint. Each
antenna provides coverage of the earth’s surface in a
circle with a diameter of 5760 km Wiile both the L- and
S-band antennas provide equal coverage, the 16 separate
beans of each are arranged in a different manner. The
beans for the S-band |ink are arranged in a honeyconb
pattern with one beamin the center surrounded by a circle
of six beanms, which are surrounded by a circle of nine

beans. The L-band link is conposed of one beam in the
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center surrounded by a circle of 15 beans. [ Ref. 20]

Figure 13 illustrates the nulti-beam schene.

- ————— " - "‘:. ﬂ
Satellite Transponder |

Sateliile Transpandar

| FORWARD LINK I REVERSE LINK - l
Fi gure 14. G obal star multi-beam schenme [From Ref. 21]

The nmulti-beam antenna schene serves three
pur poses. First, the individual beans of each link can
provide a higher gain than a single antenna beam serving
the entire area. Secondly, the entire L- and S- frequency
band allocated is used in each of the 16 beans. The
frequency spectrum from each of the beans is conbined using
an FDMA schenme into a single broad spectrum Thi s
increases the total system capacity. [ Ref. 21] Lastly,
the individual beans allow the user to take advantage of
path diversity. Path diversity contributes an increase to
both system efficiency and quality of service. This wll

be discussed later in the chapter.
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B. ORBI T AND CONSTELLATI ON

As nentioned above, the d obalstar system enploys a
satellite constellation of 48 operational satellites and 4
in-orbit spares deployed in a LEO orbital pattern. The
satellites maintain a nearly circular orbit at the height
of 1,414 km (approximately 764 nn. The constellation is
divided in to 6 orbital planes with 8 satellites per plane.
Each plane is spaced 60 degrees apart. Figure 14
denonstrates the orbital planes of the constellation.

Figure 15. G obal star orbital planes [From Ref. 21]

1. Inclination of Obit

Each satellite is inclined at an angle of 52 degrees.
Figure 15 provides a representation of the relative signa

based upon the inclination of the orbital plane. Wth
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Fi gure 16. Signal strength by orbital plane [From Ref. 21]
2. LEO I npact s
G obal star operating as a LEO constellation has
several inpacts on the comunications system Wi | e
operating at the height of 1,414 km each satellite has a
high speed relative to the rotation of the earth. A
d obal star satellite has an orbital period of only
approximately 114 m nutes. This equates to an orbital
velocity of approximately 7.15 kni sec.

To put these
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nunbers into perspective, each satellite will only be in
view of a user on the earth’s surface for approxinately 14
mnutes. This is a relatively short time when conpared to
a GEO satellite that is in constant view from a given point
on the earth’s surface.

a. Doppl er Effect

The rapid rate of relative notion each satellite
exhibits with respect to the user on the earth’s surface
results in a significant Doppler shift in the transmtted
si gnal s. The Doppler shift is an apparent shift in a
frequency due to rapid relative notion. The d obal star
system can experience Doppler shifts as high as +/- 50 kHz
on the forward link and +/- 35 kHz for the reverse I|ink.
[ Ref . 20]

b. Hand- of f s

The G obal star system has to provide a neans to
seanl essly hand-off a call from one satellite to another.
This is a result of each satellite only being in view of
the wuser for approxinmately 14 m nutes. Wiile each
satellite is only visible for such a short period of tine,
it is comon for a call to have to be switched from one
satellite to another. This hand-off has to occur w thout
the wuser losing connection if the system is to be
effective. Further conmpounding the problemis d obalstar’s
use of multiple beans for each satellite. The nmultiple
beam design results in a user sw tching between beans every
two to four mnutes. This hand-off nust also appear
transparent to the user. A obal star has addressed these
issues by enploying a nodified version of Qualcomis
terrestrial CDVA technol ogy. [ Ref . 20] Figure 16
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denonstrates the two possible hand-off procedures as the

user noves through the satellite’ s footprint.

Intersatellite: Between beams of ditferent satellites

Satallita Satellite Salellite Salellite Satellite Satellite

D (B

Interbeam: Between beams of same satellita

Figure 17. G obal star handoffs [From Ref. 21]

C. Path Diversity

Anot her attribute of the LEO constellation is the
ability for dobalstar to enploy path diversity. Pat h
diversity increases both system efficiency and quality of
servi ce. The concept of path diversity is that the user
can take advantage of the signals provided by nore than one
satellite, or nore than one beam from a single satellite.
When the user receives a signal fromnore the one satellite
or nore than one beam from a single satellite, the
A obal star system conbines the signals. This produces a
signal of superior strength than a signal using only one
i nk. This equates to several links (or paths) carrying
the sanme signal being conbined to produce one signal of
very high quality for the user. [Ref. 20]
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Path diversity also reduces the total power

required for the system Since the path diversity
t echni que conbines the signal from several |inks to provide
one high quality signal, each link can operate at a

relatively low E)/N,. [Ref. 20]

Path diversity also provides increased coverage
for the user. For exanple, if a building or another |arge
obj ect blocks the direct path to a single satellite, the
user will still be able to receive a signal if another beam
or satellite is in view The path diversity allows these
other signals to be conbined to form a single high quality
signal. This is not true of systens, such as a GEO system
that cannot enploy path diversity. For such systens, if
the view of the satellite is blocked, so is the signal.
[ Ref. 20]

d. Power Requirenents

Anot her advantage the LEO constellation provides
the G obalstar system is that of reduced system power
requirenents. The LEO system has nuch shorter distances
between the user and the satellite than a GEO
constel | ation. This shorter distance translates to |ower
propagation path |losses for the |ink budget. These | ower
path | osses allow the d obal star systemto be designed with
| oner antenna gain requirenments and EIRP val ues. These
advantages not only reduce the overall system power
requirenents but also allow the SU to use snall hand-held
units with omi-directional antennas. This is in contrast
to the CGEO requirenments for stabilized and directional
antennas. Cumul atively, these advantages reduce the user’s
cost to deploy the G obal star system [Ref. 20]
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e. Lat ency

Perhaps the nost significant advantage a LEO
system provides is very small system |atency. As the
satellite constellation is only deployed at 1,414 km the
time involved for a signal to travel from a user, to the
satellite and then to the gateway is mnimal. The |atency
i nduced by the G obal star systemis often |less than that of
a typical WAN deployed in the US. This reduced | atency
greatly inproves the ability to deploy a wreless network
utilizing the d obalstar system Another advantage is that
| at ency wi | be al nost i npercepti bl e in vVoi ce
transm ssions. This is in contrast to the noticeabl e del ay
i nvol ved with GEO voice transm ssions. [Ref. 20]

C. OPERATI ONAL CAPABI LI TI ES

The d obal star system was designed to provide a nunber
of capabilities to the user. These capabilities include
several data and voice services. These voice services
consist of closed user group links, nobile to nobile links
and voice nessagi ng. Aside from the voice services, the
system al so provi des a geographical locating function and a
variety of data services ranging in data rate from 2.4 kbps
to 9.6 kbps depending upon the application. Regar dl ess of
the service being used, each transm ssion follows a simlar
cal |l procedure.

1. Cal |l Procedure

Before any d obalstar service can be activated, the
user nust first establish a conmunications link with a
d obal star host gat eway. After a brief synchronization
sequence, the gateway contacts the @ obalstar Business

Ofice (@BO and conducts a verification of the wuser’s
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billing information. The gateway then queries the SU for
| ocation information. The gateway then transmts
i nformati on concerning CDMA codes, channel assignnent and
any required synchronization data. Once the SU receives
the information and the link is synchronized, the unit can

begin to transmt.

A simlar procedure is followed if the call is
initiated froma PSTNPLMN site. The PSTN PLMN directs the
call to the local gateway. The gateway then determnes if
the user is within the sanme coverage area. If the user is
within the coverage area the gateway mnmakes a simlar
transmssion with CDVA code, channel and synchronization
information to the SU. If the wuser is not wthin the
coverage area of +the regional gateway, the <call is
forwarded to the user’s regional gateway and the procedure
above is followed. [ Ref. 20] Figure 17 illustrates the
cal |l procedure.
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Fi gure 18. G obal star call procedure [From Ref. 21]
2. Position Locati on Services

G obal star has the capability to provide the unique
service of position location to its users. A obal st ar
terms  this position location capability as radi o-

determ nation satellite service (RDSS). [Ref. 20]

The RDSS is based upon the QUALCOW s technique called
QUALCOW s automatic satellite position reporting (QASPR).
The technique utilizes the range and Doppler information
from two satellites to obtain the positional data. When
utilizing tw satellites separated by 22 degrees, the
position can by neasured to wthin 300 neters. The
technique was designed to utilize the timng backbone of
the dobalstar service to avoid additional bandw dt h
requi renents for the service. The technique uses a nethod

known as tri-lateration to calculate the position. Tri -
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|ateration utilizes three distinct points to determne a
posi tion. The three points used for the RDSS are the
positions of two satellites and one fixed point defined as
the center of the earth. This last point is the origin in
the Earth Centered Fixed (ECF) coordinate system [ Ref .
12] The range data for these three points is generated and

utilized to calculate the position of the SuU.

The service is available to users at three separate
| evel s of operation. For the first |evel of service is the
passive | evel of service. The SU conputes the position and
makes it available only to the user. This |evel of service
is simlar to carrying a personal GPS unit. It has severa
potential applications that include boating. At the second
| evel of service, the SU requests the gateway to cal cul ate
the SU s position. This request is in the form of two-
messagi ng between the SU and the gateway. Once the
position is calculated, it can be distributed to both the
user and other entities as determned by the user. Thi s
|l evel of service is applicable to any scenario when the
user wishes to mark and broadcast a position such as a
di stress situation. The final level of service involves
the gateway calculating the SUs position automatically.
This level of service is very applicable in a fleet
managemnment and tracking scenario. [Ref. 20]

3. \Voi ce Services

One of the primary services provided by the d obal star
system i s voi ce conmunicati ons. The system provi des voice
services at the rates 1.2, 2.4, 4.8 and 9.6 kbps. The
actual data transmssion rates are slightly slower due to
the use of overhead bits in the transm ssion. Al'l voice
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services utilize Qualcommis CDVA vocoder. The vocoder
takes advantage of the fact that in a two-way voice
conversation the average duty cycle of each voice is
typically only 35% to 40% The d obal star system takes
advantage of this fact and reduces the transm ssion data
rate when there is |ess speech activity. This allows for a
reduction in transmtter power and a corresponding
reduction in interference to others. By reducing the
interference to others, you can increase both capacity and
energy efficiency. TDVA and FDVA systens cannot produce
these efficiencies as each signal operates in a separate
time slot or frequency channel. The Qual conm vocoder uses
a 20 nsec franme interval to produce the four different data
rat es. The data rate can vary every 20 nsec franme in
response to voice activity. Wen there is no voice
activity, the rate drops to its lowest level of 1.2 kbps.
This drop in data rate signals the system to reduce
transm ssi on power. These efficiencies, when coupled with
easy access to the PSTNPLMN, allow the G obal star system
to be a viable option for near-global voice services.
[ Ref. 22, p. 14]
4. Dat a Servi ces

G obal star systens were designed to deliver data
services to the users. The system can use a satellite
nodem that is attached to the SU Once a link is conpleted
with a regional gateway, the system allows for data
transfer at speeds up to 9.6 kbps. The systemis a packet
switched data service and utilizes I|P protocols. The
average throughput is 7.4 kbps per channel due to overhead
bits and TCP/IP protocols. The data services support

Vi rtual Private Network (VPN) tunneling protocols to
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provi de a secure network connection. The data services are
al so conpatible wth W ndows 95/ 98/ 2000/ XP  di al -up
net wor ki ng. [Ref. 20]

The d obal star data service offers several advantages
over other satellite communications systens. The first
advantage is that the system was designed for connection to
PSTN PMLN  net wor ks. This provides easy access to
terrestrial networks for dial-up network connections. The
second advantage is that of being a GEO system Wth the
reduced latency of the GEO system the d obalstar data
services do not suffer the same TCP/IP difficulties
incurred by the large |atency associated with GEO systens.
The latency incurred by a LEO systemis no different than
that incurred by a terrestrial WAN (on the order of tens of
nmsec). [Ref. 20]

5. Path Diversity

As nmentioned earlier, d obal st ar provi des path
diversity for the user. The SU takes advantage of the fact
that several satellites will be in view of the user at one
time. The SU utilizes a rake receiver to link to nore than
one of these satellites at one tine. The SU can then
transmt and receive by way of the link with the best
signal quality or conbine all available signals to produce
a better quality signal. This allows the user to maintain
a communications link if the view of a single satellite is
bl ocked by a structure or even storm cell activity. Thi s
diversity scheme allows for a high degree of <circuit
availability and allows the SU to operate at a |ower power
| evel . [ Ref. 25] Figure 18 denonstrates the concept of
path diversity.
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Fi gure 19. G obal star path diversity [From Ref. 25]

6. Code Division Miltiple Access

The d obal star system enpl oys Qual conmis Code Division
Multiple Access (CDMA) schene to address the systenis
mul tiple access issues. Mul tiple access is the ability to
all ow many users to share a common bandw dt h. CDVA is one
of several comon techniques wused to address multiple
access. Aside from CDMA, FDVA and TDMA are the other
techni ques used in many comrmunication systens. CDVA is a
spread spectrum technol ogy. This means that each user’s
data is transmtted across the entire frequency rather than
limting it to a specific time slot or frequency band as
with TDVA and FDVA respectively. CDVA operates by
assigning each user a pseudo-noise (PN) code. The PN is a
| ong, binary sequence that appears random Wiile the PN
code appears random it is generated using a specific

al gorithm that provides orthogonal codes. The PN code is
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then used to nodulate the data to be transmtted. [Ref. 20]

An exanple of the systemis illustrated in figure 19.

CDVA allows several wusers data to be transmitted at
the sane tine over the total bandw dth. Each user’s data
is essentially stacked on top of the other data to be
transmtted. As each wuser’s data is nodulated with a PN
code that orthogonal and unique to all other codes, the
code isolates each user’s data in the code dinension. This
is simlar to different frequencies or different tinme-slots
i solating each user in other nmultiple access schenes. CDVA
also allows for better spectral efficiency and increases
the ability to reuse frequencies. CDMA techni ques also
result in a |ower average transm ssion power requirenment as
each signal is spread across the entire bandw dth. [ Ref .
20]
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D. SYSTEM ANALYSI S

Chapter 1l outlined a series of twelve requirenents
for CG Coastal Honeland Defense Operations. In order for
the d obal star system to be considered as a viable option,
it must neet the mninumof these twelve requirenents.
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1. Cover age

@ obal star can provide near global coverage and in
doing so neets the defined requirenents. The pol ar
regions, are the only areas not covered by the d obal star
system The polar regions are not being addressed as part
of costal honeland defense. The system al so provides for
increased circuit availability by making use of the path
diversity attributes of a LEO system This will equate to
better coverage, even when operating in areas potentially
bl ocked by large structures such as a shore-side
envi ronment .

2. Accur acy

G obalstar is able to neet the defined requirenments
for accuracy. Through the use of CDVMA technol ogy, the
system is able to achieve an increase in bandw dth
efficiency and therefore take advantage of forward error
correction techniques. This helps to protect against bit
error transm ssions. CDMA technol ogy and the use of a LEO
constellation also allow for a |ower transm ssion power.
This reduction in transm ssion power provides a substantial
reduction in interference to others using the system

3. Availability

The d obal star system provides adequate availability
for honeland defense operations. One advantage the
A obal star system can provide is that of conpatibility with
est abl i shed cel |l ul ar networKks. The standard d obal star SU
provides the capability for the user to access a | ocal
cellular network if available. This provides the user with

the option of using the cellular network vice the satellite
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system for sone conmunications. The system is avail able
for use with AMPS and GSM cel | ul ar system

One pot enti al short com ng of t he d obal st ar
avai lability is that the system does carry with it a user
capacity for each satellite. Each satellite is only
capable of handling approximately 1000 users. Thi s upper
l[imt may prove constraining when dealing with tinmes of
extrene use such as generated by a national energency.
However, these operating limts are offset by the systenis
ability to manage its capability by such techniques as path
di versity.

4. Cost

Cost is perhaps one of the largest benefits of the
d obal star system Its costs are much |[ower than other
satellite comunication solutions for both wusage and
equi pnent . The cost per mnute of usage is approximately
.80 cents/mn per channel. This is in conparison to the
nearly $9 per mnute per channel for | NVARSAT. The ot her
cost savings that G obal star provides is that of the actual
subscriber unit. The LEO constellation works to reduce the
requi red power of the system This power reduction equates
to units that can utilize an omi-directional antenna, vice
having to equip each unit with a stabilized, directional
antenna. The entire system can be accessed with a SU that
is the approxi mate size of a cellular tel ephone.

5. I nteroperability

A obal st ar provi des an accept abl e | evel of
interoperability. It provides the capability to work as a
swi t ched net wor k, provi di ng poi nt -t 0- poi nt di al -up
operations as well as access to PSTN PLIMNs. As nentioned
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above, the system also provides easy access to a |ocal
cellular network when avail able. The dial-up capability
allows for both ship-to-shore and shore-to-ship fully
dupl exed operati ons. It also provides the ability of the
unit to access the CGs Virtual Private Network (VPN for
access to CGDN+.

6. Lat ency

As discussed earlier, G obalstar elimnates the
|atency issues normally associated with GEO conmuni cation
systens. This reduction of latency, to that of a typical
terrestrial network, allows comobn networking protocols
such as TCP/IP to be enployed. There is also not
di stingui shable delay in any voice conversations. This is
also in contrast to a GEO service provider.

7. Reliability

G obal star neets the requirenents for reliability. It
has solutions designed with the maritime environment in
mnd and has proven reliable through several vyears of
oper at i ons. It operates on proven technology and should
provide a stable and reliable communications link in the
future as technol ogies inprove and the systemis updated.

8. Capacity

G obal star provides |less than margi nal system capacity
for coastal honeland defense operations. The current
architecture can only provide services for approxinmtely
1000 wusers per satellite. However, the overall system
capacity has been increased with the use of CDMA technol ogy
and path diversity. There is always a potential of the

system exceeding its capacity of potential users during

99



times of extreme usage such as a national or regional
emner gency.
9. Ease of Use

G obal star provides an easy to use system For point-
to-point calls, it is no different than a standard cellul ar
tel ephone. The sanme is true for a network connection. The
service can be accessed as any other dial-up service, so
there are no additional training requirenments involved.
The proliferation of cellular comrunications would ease the
transition of the Coast Guard to a d obal star sol ution.

10. Security

d obal st ar neets the security requirenents for
oper ati on. Wiile the systemis a wreless technol ogy, the
potential exists for transm ssion interception. This is

of f set by the wuse of both CDVA technologies and

A obal star’ s system encryption. CDMA is a spread spectrum
transm ssion technology that makes it difficult to
intercept or nonitor transm ssions. A obal star al so

provi des an additional system encryption add-on. This add-
on features a 128-bit encryption key. The device can
alternatively be programmed wth Advanced Encryption
Standard (AES) or Data Encryption Standard (DES) digital
cryptographic algorithns. This provides end-to-end
security for both satellite voice and data services. [Ref.
18] G obalstar’s use of a bent-pipe architecture mnimzes
the risk of signal manipulation and traffic analysis. This
architecture al so al | ows for user instal |l ed I'ink
encryption.
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11. Maintainability

A obal st ar provi des a mar gi nal mai ntai nability
sol uti on. The space segnent is fairly maintainable as it
operates in-orbit spares for all satellites. The SU
termnals were designed to reduce the power and therefore
the size of the unit. This elimnates the need to maintain
a stabilized, directional antenna. The coastal honel and
def ense operations will be conducted nostly by units 87 in
length and smaller. The G obal star systenmis reduced size
provi des an advantage to units with limted deck space.
The only potential downfall of the size reduction is the
potential for the SU to be lost overboard during at-sea
boar di ngs.

12. Throughput

As a single channel service, dobalstar provides only
mar gi nal throughput. The defined requirenent is 128 kbps.
G obal star’s current architecture can provide only 9.6 kbps
per channel. This is further reduced to only approximtely
7.4 kbps per channel once FEC and bit interleaving is added

to the over head.

The potential exists to overcone G obalstar’s [imted

t hr oughput . Qual comm I nc. is currently devel oping
solutions to increase data rates to 144 kbps with actua
t hroughput of approximately 128 kbps. These sol utions
essentially join 16 separate data channels. The separate

channels are joined at the transceiver and are transmtted
over a single carrier wusing unique CDVMA technologies.
Wiile these solutions neet the requirenents of 128 kbps,
there are sone potential problens inplenenting them
Currently, the technology is only experinental. Al so,
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Qual comm Inc. has not yet incorporated this technology in
any maritinme solutions; it is only being researched for
aviation and |land nobile applications. In order for the CG
to take advantage of this type of technology, they would
have to pur sue t he desi gn, testing and initial
i npl enentation of such a system This could prove quite
expensive, but very beneficial in the 1long run. As
Qual comm Inc. has not yet deployed the technol ogy; there
is no pricing data available as of the time of this
resear ch.

E. CONCLUSI ON

d obal star can provide only a partial solution. Wile
it provides sone advantages over other systens, it still
falls well short of the data rates required for coastal
honmel and defense operations. To overcone the |low data
rates, a solution to nultiplex several channels nust be
i npl enented. This may cause problens, as the solution wll
have to be proprietary to the CG One benefit the
A obal star system provides is increased security. The
system is able to provide both link and full system
encryption. This is an advantage that other systens do not
provi de. The system addresses several itens of concern
when conpared with a GEO system but it is unable to fully

nmeet the connectivity requirenents of a full solution.
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V. BUYI NG | NTO NAVY SATCOM ARCHI TECTURE

A NAVY SATCOM

In 1991, a decision was made, based on the |essons
| earned from Desert Storm to equip all Navy ships wth
| NMARSAT. It was obvious to DoD that additional satellite
connectivity was needed for the follow ng: nonconbatant
evacuation operations (NEO, augnentation of mlitary
assets, admnistration, logistics, mssion support traffic,
interoperability with national and international merchant
shi pping, coordination of search and rescue operations,
increased ship to shore direct dial telephone access to
support Conbi ned Joint Task Force (CJTF) operations. [Ref.
27]

Lessons |earned from Desert Storm docunented the
necessity  of an alternate comerci al commruni cati ons
servi ce. This service would be needed for Ilogistics and
operational support requirenents to reduce the saturation
of communications on the mlitary tactical satellites. The
Assi st ant Secretary of Def ense ( Command, Control ,
Communi cations, and Intelligence) (ASDC3l1]) in a letter of
8 Nov 1993 directed the wuse of conmercial satellite
(COWERSAT) to augnment current and future M LSATCOM
syst ens. This would relieve the congestion on nmlitary
tactical satellite conmunications systems. |In addition, it
woul d al so enhance the overall Navy tactical conmunications
capacity and reduce the conpetition with tactical data on

the limted tactical satellite assets.

In an effort to support t hese conmuni cati ons
endeavors, the Departnent of Defense organized an agency to
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hel p procure and ensure conpatibility of DoD communi cations
syst ens. The Defense Information Systens Agency (DI SA) is
the U S. Defense Departnent organization tasked with these
duti es. In addition they are also responsible for
i nformati on assurance, preserving radio spectrum ensuring
interoperability and establishing secure wireless |inks for
all mlitary services. Since the 1997 mandate, this agency
has been the DoD-designated nanager of the Defense
Communi cati ons System (DCS). DI SA designs, engineers, and
devel ops the DCS to satisfy validated requirenents. Dl SA
has overall responsibility for planning, developing, and
supporting C41 systens that serve the needs of the National
Command Authority (NCA). DISA is subject to the direction,
aut hority, and control of the (ASD[C31]), but S
responsible to the Chairman of the Joint Chiefs of Staff
for operational matters, as well as requirenents associ ated
with the joint planning process. [Ref. 28, p.11]

In 1998-99, seen as an unnecessary mddleman, nmany
custoners began to take advantage of a |oophole in D SA
policy to circunvent the system Through that narrow
wi ndow of opportunity, nmanagers of the Navy/Marine Corps
| nt ranet (NMC1) denonstrated that commer ci al service
providers could step in and take over the organization’s
m ssi on. DISA realizing its failure in custoner service,
has responded to input from mlitary |eaders and agency
directors, and in 2000 brought in a new agency director.
It is hoped that the new managenment can bring better

network services to the warfighter. [Ref. 29]
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1. Navy Communications History

From the wearly 1900s, the Navy relied on high
frequency radio as the principal transm ssion nedium for
| ong distance conmunications. This situation began to
change in 1963 when the Navy installed and tested SATCOM
termnals aboard selected platforms in support of North
Atlantic Treaty Organization (NATO requirenents at shore
sites and on flagships. The Navy's early DSCS/ Super High
Frequency ( SHF) SATCOM access supported afl oat Fl eet
Commander s usi ng j am resi st ant (spread- spectrun code-
division nultiple access |[SSMA CDVA]) node of operation.
This service provided a 4800 bps maxi num aggregate, full-
dupl ex capability, and Surveillance Towed Array Sensor
System (SURTASS) asymmetrical frequency-division nultiple
access (FDVA) node of operation. The afloat Fleet
Commander capability was limted to a few nmedium data rate
(1200-2400 bps) circuits with nost of the C4l direct
connectivity provided via low data rate (LDR) channels.
[ Ref. 28, p.13]

During QOperation Desert Shi el d/ St orm Navy 4l
requi renents i ncreased significantly, saturating al |
avail abl e satellite assets. It was evident that additional
satellite assets and capacity were required to support the
Navy tactical mssion and to provide a greater degree of
joint and allied conmunications interoperability. The w de
bandwi dth and inproved data rate (greater then 64 Kkbps)
characteristics of DSCS/ SHF SATCOM allowed SHF SATCOM to
energe as the best solution to provide the additional
satellite capacity. |In addition, the extent of C4l and war
fighting comunication requirenents had accel erated. Thi s

105



acceleration was due to both the number of users, to

include aircraft carriers, Crui sers, dest royers, and
anphi bious flag-configured ships; as well as the total
aggregate  of m ssion essential information exchange

requi renents. These requirenments, coupled with the reduced
Soviet threat, the use of larger, nore capable SHF antennas
and the use of demand assigned multiple access (DAMA),
resulted in a change in operational philosophy. The change
from jam resistant to an unprotected operating node
provi ded increased tactical service to the war fighter, as
afloat SHF tactical termnal installations were expanded
and Navy access to DSCS/ SHF SATCOM increased. [Ref. 28,
p. 13]

Navy SHF SATCOM networ ks now provide afloat units with
hi gh capacity tel ecommunications trunks that are term nated
at Naval Computer and Tel ecommuni cati ons Area- Master
Station (NCTAMS) facilities. The transm ssion systens and
the RF formats enployed incorporate advanced bandw dth
managenent features to enhance network operations. End
user applications supported through SHF SATCOM systens fall
in four general categories: comand and control, mssion
pl anni ng/ support, nontactical initiatives, and SURTASS.

a. Command and Control Applications

Command and control is supported via SHF SATCOM
primarily through full-duplex X-band circuits that provide
secure telephone wunit-third generation (STU-111) secure
voice, and dobal Conmand and Control System (GCCS)
connectivity. In addition, the secure Video Information
Exchange System (VI XS) and the Joint Wrldw de Intelligence
Communi cations System (JWCS) use SHF SATCOM to provide
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vi deo- based comand, control, and intelligence support to
the warfighter. Upon activation of the d obal Broadcast
Service (@GBS), high bandwidth video circuits will likely
mgrate to virtual duplex architectures.

b. M ssi on Pl anni ng/ Support

Mssion planning and support functions are
serviced at varying data rates via SHF SATCOM systens. In
addition, the Joint Mritine Command Information System
(JMC1'S), the Joint Deployable Intelligence Support System
(JDI'SS), and the Tactical Environnmental Support System
(TESS-3) are supported via X-band full-duplex SATCOM | i nks.
Upon activation of the GBS, high bandw dth i magery
di ssem nation circuits wll Jlikely mgrate to virtual
dupl ex architectures.

C. Nont actical Applications

Logistics, admnistration, training, and online
t echni cal assi st ance are sone of t he nont acti cal
applications served by SHF SATCOM systens. The Stream i ned
Alternate Logistic Transm ssion System (SALTS) is the
| argest nontactical user of this service, while nedical and
Public Affairs Ofice (PAO Video Teleconference (VIO
applications are the l|argest nontactical wusers of SATCOM
servi ces. In addition, desktop VIC is an energing
nontactical application that my be served primarily
t hrough SHF SATCOM | i nks.

d. SURTASS

SURTASS is a Navy user of DSCS/ SHF. It is a
wor |l dwi de system of platfornms that tow passive acoustic
sonar arrays. The shipboard SHF terminal used for this

program is the AN WSC 6(V). It passes data collected from

107



the sonar arrays via DSCS to the Naval GCcean Processing
Facilities at Dam Neck, Virginia, or \Widbey Island,
Washi ngt on.

2. Naval Communications Organi zation

Due to the vast operational environnments in which the
Navy operates, and the massive size of the organization,
there are many separate departnents within the Navy tasked
with identifying, supporting, and planning for new and
exi sting comruni cations technol ogi es. The Space and Naval
Warfare Systens Conmand (SPAWAR) works directly for the
Chief of Naval OQOperations (CNO. SPAWAR s mission is to
provide the warfighter wth know edge superiority by
devel opi ng, delivering, and naintaining effective, capable
and integrated command, control, conmunications, conputer,
intelligence and surveillance systens. VWiile their nane
and organi zational structure have changed several tines
over the years, the basic nission of helping the Navy
conmuni cate and share critical information has not. SPAWAR
provides information technology and space systens for
today's Navy and Defense Departnent activities while
pl anning and designing for the future. Wthin SPAWAR is
t he Communi cations Prograns (PD-17) branch, and within this
are the Program Manager Navy Satellite Comunications (PMM
176), and the Program Manager Advanced Autonated Tacti cal
Communi cations (PMM179). PMM 179 is the program manager
for ADNS, and has nanmed the USCGE USN ADNS project AN USQ
144F (Version 2). [Ref. 30]

3. Future Applications

Navy conmanders have necessitated a reevaluation and
real i gnnent of the neans available to satisfy Naval circuit
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requi renents. This has cone about because of the desire to
provi de cost-effective sol utions t hat support t he
i ncreasing communications information transfer needs of
af | oat assets. Navy SATCOM prograns are being refined to
neet these needs by funding research and devel opnent in the
areas of I T and conmuni cati ons enhancenents.

a. | T- 21

The dawn of the information age, coupled wth
shrinking resources, are driving IT to becone the force
multiplier for the 21° century (IT-21). I T-21 is a Fleet
Commander in Chief (FLTCINC) initiative to fundanentally
transform the way DON plans and budgets for information
technology (IT) acquisition. The Navy m nd-set has shifted
from acquiring IT as a centralized |large-scale system to
considering IT as a disposable comodity. | T-21 is not a
program it is a strategy to optimze IT acquisition across
all DON, involving extensive coordination between the nany
DON prograns involved with fielding IT infrastructure.

This 1 T-21 strategy is based on a two-step process:

. a global DON networking architecture to
ensure interoperability

. IT acquisition solutions based on Dbest
busi ness case analysis within each regional
ar ea.

| T-21's key enabler is "smart-sourcing”, or the
sel ective outsourcing of the underlying IT infrastructure.
The IT infrastructure is viewed as an electronic comodity
with warfare and warfare-support overl ays. This invol ves
extensi ve use of web technology to manage data and produce
dat a. The structure will take advantage of comrerci al
TCP/ | P-based client server environment wth mnulti-Ievel
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security standards. It will also merge tactical and non-
tactical data on a comon infrastructure. IT-21 is
expected to be the key to nore rapid fielding of “current”
IT and enhanced business process reengineering (BPR)
i nprovenents. This is seen as the only way DON can afford
to be on the |eading edge of technology in the information
age. [Ref. 31]
b. Coperni cus Architecture

The Copernicus Architecture involves a nmgjor
restructuring of Navy C41 to put the warfighter at the
center of the command and control universe. The Navy has
attenpted this by striving to provide the supporting
information that is needed, when it is required. The Joint
Maritime Communications Strategy (JMCOMS) provides the
t echni cal and i npl enent ati on strat egy for t he
comuni cations portion of Copernicus. JMCOVE technical
thrusts are designed to introduce systens that facilitate
the collection, correlation, and fusion of data. This is
done to produce and efficiently dissemnate information
that is required by the joint task force (JTF), and joint
task group (JTG conmmanders in a format that can be readily

used.

The Copernicus Comunications Support  System
(CSS) relies upon the separation of the existing and pl anned
users from direct access and control of the set of radio
frequency assets available on each platform It “inserts”
a software/hardware “franmework” between the users and the
communi cat i ons syst ens, and provi des mul ti-1ink
conmuni cations services to the collection of conmunications

users. A cornerstone of this concept is that the
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comuni cations users are not aware of the nmedia enployed to

transfer data to or from other users. Nor are they aware
of the data rate, coding mechanisns, |ink protocols, or
timng relationships. The wusers regard the CSS as only

provi ding the comuni cations services, which are specified
in ternms of distribution, security, quality, tineliness,
and throughput. [Ref. 3, pp.Il, 11]

C. Chal | enge At hena

Another inportant program that the Navy is
putting to use is called Challenge Athena. Chal | enge
Athena is a comercial broadband satellite application
utilized onboard Ilarge US Naval ships, and Intelsat
provi des the service. This program was encouraged because
m ssion requirenents drove Battle Goup (BG Conmanders to
seek larger bandw dth capacity. This bandw dth capacity
was not avail able through the Departnment of Defense assets.

Chal l enge Athena is a full-duplex, high data rate (1.544

Mops) conmunications link (C Ku w deband) capable of
providing access to high-volune primary national imagery
di ssenm nation for |arge ships. This includes intelligence

dat abase transfers; video tele-conferencing, tele-nedicine,
tele-training services; and various other conputer data
systens. This is also the backbone for the Defense

| nformati on Support Network (DISN) and joint interoperable

networks including JWCS, Secret/Uncl assified Internet
Protocol Router Networks and Air Tasking Order/Mssion Data
Update (ATO MDU) transni ssions. For the snmaller Navy

ships, less then 250 feet in length, Challenge Athena
system uses commercial satellite channels (1NVARSAT) and
COTS/NDI to augnment existing and extrenely overburdened

mlitary satellite conmunications systens.
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Current f undi ng provi des Chal | enge At hena
termnals to approximately 40 Joint Task Force conmand-
capabl e ships by FY 2005. Concurrent with this effort is
the extension of nedium data rate connectivity to other
acconpanyi ng surface warships, anphibious assault ships,
and logistics support ships via a battle group I1T-21 w de
area network. This network will eventually provide these
capabilities to all Navy ships. Future transponder | easing
programmati cs are being eval uated. [Ref. 32]

d. d obal Broadcast Service

Joint tactical operations require high-speed,

mul ti medi a conmmuni cati ons and i nformati on fl ow f or
depl oyed, in-transit, or garrisoned forces, i ncl udi ng
| owest - echel ons and snall users. In late 1997/98, in an

effort to ease the burden on the already overtaxed
M LSATCOM infrastructure, this jointly funded project was
undertaken within DoD. The d obal Broadcast Service (GBS)
would go on to augnent and interface wth other

comuni cations systens to provide a continuous, high-speed,

one-way flow of high-volunme information. This link would
support routine oper at i ons, t rai ni ng and mlitary
exer ci ses, speci al activities, crisis, si tuati onal
awar eness, weapons targeting, and intelligence. The GBS

woul d revol utioni ze comuni cations with increased capacity,
faster delivery of data, near-real-tine receipt of inmagery
and data to the warfighter, and reduced over-subscription
of current M LSATCOM syst ens. The GBS also provided the
capability to quickly dissemnate large information
products to various joint and small-user platfornms. [Ref.
33]

112



e. Aut omat ed Digital Network System ( ADNS)

One of the l|atest technol ogies being enployed by
the Navy is the ADNS. The ADNS provides tinely data
delivery service to and from all data user resources, and
is being utilized on smaller vessels and submarines. The
devel opment of ADNS is based on the incorporation of COTS
and Governnment O f-The-Shelf (GOIS) hardware and software
This includes |IP routers, Integrated Services Digita
Network (| SDN), and Asynchronous Transfer Mde (ATM
swi tches. ADNS provides the follow ng inprovenents:

. Fur ni shes aut ononous, digital,
interoperable, joint and secure LAN WAN
managenent and control for RF assets on
demand to Navy deployed personnel aboard
ships and at shore sites

. Ensures wor | dwi de conmuni cat i ons
connectivity via the RF assets included in
t he Def ense Managenent Report (DVR) and the
I ntegrated Test Plan (ITP)

. Automates all conmunications systens and
repl aces several unique sub networks with a
single integrated network hub

. Provi des Integrated Network Managenent (1 NV
whi ch resol ves pr obl ens caused by
overloading or wunderutilization of existing
conmuni cations circuits, yielding a 4X
i ncrease in mul ti spectrum t hr oughput
ef ficiency over |egacy systens

. Applies NDI COIS/GOTS router, switching and
packet data technologies, enabling reduced
life cycle costs

ADNS conpri ses t hree functi onal el enent s:
Integrated Network Manager (INM, Routing and Switching
(R&S), and Channel Access Protocols (CAPs). The | NM

provides the flexibility to adapt conmunications to
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avai l abl e assets and mission priorities. The R&S subsystem
provides the interface to users, and perforns routing and
switching of user data to available transm ssion circuits.
The objective R&S subsystem includes a COTS [P Network
(1'SDN) and ATM swi tches. The CAP equi pment nanages data
exchange over JMCOVBE circuits and networks, nonitors
network quality of service, and reports |oading and error
conditions to the INM [Ref. 34}

‘ Integrated Hetwork Manager ‘
- : ; UHF DAMA (%6 | ®F | L
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;
UHF LOS MDR SATCOM
7o {7 ]

INMARSAT B //_,-—'
e R
Fi gure 21. ADNS Build 2.0 [ From Ref. 34]

ADNS integrates the GENSER LAN and Integrated
Shi pboard Network System (ISNS) LAN traffic destined for a
CAMSLANT over a single IP link via a pier connection or
SATCOM This will be the way for Coast Guard ships to have
VTC, file transfer, and DVS capabilities through a single

link onboard CG cutters. It also enables voice and data
transfer capabilities sinultaneously. ADNS currently
supports:
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. Pi er connectivity

. SHF
. | NVARSAT- A
. | NVARSAT- B
. | NMARSAT- HSD

ADNS can operate at the Secret H gh GCeneral
Service (GENSER) classification. Initially, multiple
security levels from unclassified to Top Secret Special
Conmpartnented Information (SCl) wll be enforced by
cryptographic separation wusing the Network Encryption
System (NES). In successive builds, the Enbedded | NFOSEC
Product (EIP) wll replace the NES.

Wth the addition of ADNS to the | NVARSAT
channel, security is greatly inproved. This may be the
single nobst inportant consideration in the proposed
adopti on of ADNS. ADNS adds to the existing CG shipboard
configuration, enhancing the current system with a secret
router for the secret LAN, an FCC- 100 nultiplexer to
provi de sinmultaneous voice/data, TACLANE (encrypts unclas
data to tunnel over SIPRNET), and 2 KG84A's (one to
encrypt the secret data, one to bulk encrypt everything
comng off the ship) [Ref. 34]. ADNS adds two forms of US
Gover nment approved security, whereas current installations
do not.

4. Navy/ Coast Guard Interoperability

In order for the Coast CGuard to be interoperable wth

the DoD, they wll have to adopt | T-21 standards
i npl enented by the Navy. In doing this the Coast G@uard
will not only guarantee open conmmunications paths wth DoD,
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but they will be able to reduce research and devel opnent

costs by working in unison with the Navy.

The ADNS configuration to be prototyped onboard CG
cutter Dallas is dubbed “ADNS Lite”, because it is simlar
to configurations onboard Navy submarines and snmaller Naval
vessel s. The ADNS configuration provides the CG a
conbi nati on  of capabilities enabling network <centric
operations, and future grow h. While wunderway, this
configuration wll enable sinmultaneous access to the
SI PRNET SECRET Hi gh network including web based services,
CGDN+ UNCLAS network including web based services, and one
dedi cated voice circuit. [Ref. 35]

Figure 21 below depicts the hardware configuration
onboard a USCG WHEC/ WWEC with a |ease | NVARSAT-B channel.
Much of the equipnent used is standard DoD equi pnent for

security and interoperability between networks. The
TACLANE (KG 175) is short for Tactical FASTLANE and was
devel oped by the National Security Agency (NSA). It was

devel oped to provide network conmmunications security on IP
and ATM networks for the individual user, or for enclaves
of users at the sane security level. [Ref. 36] The KG 84A
is a cryptographic device developed to ensure secure
transm ssion of digital data. It is a Dedicated Loop
Encryption Device (DLED), and is General -Purpose Tel egraph
Encryption Equi prrent (GPTEE). The KG 84A is primarily used
for point-to-point encrypted comunications via |andline,
m crowave, and satellite systens. It is an outgrowth of
the Navy HF conmmunications program and supports those
needs. This device is able to operate in sinplex, half-

dupl ex, or full-duplex nodes. [Ref. 37]
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These two security features offered by ADNS are huge
i nprovenents over the Coast Guard's traditional dial-up
access nmethods. The traditional nmethods do not allow for
US Governnment approved encryption, where as the ADNS
equi pnent allows for two such encryptions. The | ast piece
of the puzzle is the ANFCC100; it is a tinme-division
mul ti pl exer for voice, video, fax and data, allowing for

si mul t aneous voice and data. [Ref. 38]

One Phone okt

S PABY
UNCLAS N (FAX, 3TU, or phone)
Router  [JACLANE o

| Conre ctivity 7

.

Fi gure 22. CGE ADNS Shi pboard Configuration [ From Ref. 37]

The next figure depicts the network configuration for
the CG shore based ADNS. It shows how information fromthe
ship is encrypted and sent to the USN NOC i n Portsnouth, VA
via the | NMVARSAT |eased channel and the LES. The NOC
provi des access to the PSTN (for voice) and SIPRNET (for
classified data). The UNCLAS portion of the data is
“tunneled” via the SIPRNET line directly to the TACLANE
| ocated in the USCG CAMS where it is decrypted and sent to

the CGDN+. The architecture is designed this way to renove
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the Navy NOC from processing the UNCLAS portion of the IP
bandwi dth, and thus reducing the support burden on the
Navy. Furthernore this wll increase reliability and
performance for CG cutters.

Commercial Land
Earth Station

NCTAMS Bldg N51

KGa4 FCC 100

——
|4{ KGa4 ‘ PARX
INMARSAT

Router Phione

LONE
Router

USN NOC BMg NHO5 .. USCE CAMS
‘ - Eouter
ADIE Router

Fleet Bouter / TACLAWE [T |MMail Services
[
SIPRNET C3 Router
Nlail Bervices oD
Fi gure 23. CE ADNS Shoreside Configuration [ From Ref. 37]

The shipboard physical diagram is as shown in the
foll owi ng figure:
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By utilizing the Navy ADNS, the Coast Guard is eager
to gain efficiency and faster data/voice transfer
capabilities. This will be achieved while underway by the

use of one dedicated phone line to be used for FAX, STU, or

Voi ce. Net work  access, SIPRNET and  CGDN+, wil |

simul taneously be achieved through an [|NVARSAT-B HSD
channel . Wiile pier side, CG cutters wll have IP
connections via standard phone line (T-1) connections to

CGDN+ and UNCLAS i nes. SIPRNET will be available through
a pierside dial up connection only. [Ref. 35]
B. SYSTEM ANALYSI S

The Navy has been trying to overcone ship to shore
communi cations problens for sonme tinme now The Navy
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operates nuch further from shore, and has a gl obal m ssion
that requires their ships to have reach back capabilities
from virtually any body of water in the world. Wiile the
Coast Guard has been dealing with these sanme problens, the
Coast Guard’s operational fleet 1is nuch smaller which
narrows the problens they face with regard to engineering a

successful communi cati ons architecture.

In or der for smal | er or gani zati ons to have
comuni cations interoperability with the larger ones, the
smal l er organizations need to adopt the |Ilarger ones’
st andar ds. Thus, the Coast CGuard needs to carefully
consider what the Navy is putting to use. ADNS shows
promse to be a great bandwi dth allocation tool, with the
versatility that the Coast Guard is looking for. This does
not come cheap for either organization, though.

The following is an analysis of each of the 12
criteria identified in Chapter Il for system conparison
reasons. These are criteria the Coast Guard has identified
as vital in regards to determning a successful
communi cations system Many of these criteria are the sane
as with | NMARSAT, because ADNS uses the sanme channel, and
is basically an | NVARSAT efficiency tool.

1. Cover age

The coverage currently available to Coast Cuard
cutters will not change with the installation of ADNS,
because the ADNS still uses |NMARSAT satellite channels.
What may change is the possibility that smaller cutters
could see additional satellite connectivity. This would
effectively increase the “network” of CG cutters connected,
t hus i ncreasing the coverage area by the CG fl eet.
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2. Accur acy

| NMVARSAT is an inherently accurate system By addi ng
ADNS, this accuracy would not be conprom sed or inproved.
3. Availability

Through the addition of ADNS, the Coast Guard woul d be
i ncreasi ng t he conpl exity of t he communi cat i ons
infrastructure. This is because all communications would
first have to travel to Navy NOC/ NCTAMS before being sent
to the CG NOC This would add possible conplications if
t hose Navy-operated stations experience equi pnent failures.
4. Cost

The  Coast Guard cannot nonetarily afford this
i npl enentation by itself. Thus the Navy initially agreed
to help fund the sone of the costs for prototyping and
operational tests. The USN agreed to fund one ADNS
installation in FYO1l and two additional installations in
FYO02. They are also willing to provide the support and
funding for services through Navy NOC s and NCTAMS. [ Ref.
22] The N6 initially agreed to fund $102K for each of the
USCG WHEC 378 s, WWEC 270's, and WAGB 399's, but this
proposal was rejected when introduced for the FY02 USN
budget . Thus there is no funding for installations from
the Navy at this tine.

This poses a huge financial burden on the Coast Guard.
Most significant is the |lease of the 24 | NMARSAT channel s

to provide the necessary bandwidth to share between

underway vessels. This request was already renoved from
t he FY02 budget, but the CG is hoping that future Deepwater
devel opnments will prove its necessity, and have the funding

to support its purchase.
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In addition to the purchase of dedicated satellite
channels, the Coast Guard has additional obligations to
fill. The CG had initially agreed to fund the remaining
costs of the above-nentioned cutters at an approxi mate cost
of $138K each, but this was also turned down in USCG FY02
budget requests. After nbst ADNS budget requests were cut
from both Navy and CG FY02 budgets, the only funding is for
one FYOl CG test platformand two FYO2 test platfornmns.

The CG nmust take on the responsibility and financial
obl i gations of annual funding for support and training once
the service is operational. They nust also purchase
suppl enental equi pment suites to be installed at CAVSLANT
and at three USN NOCs to provide for 20 sinultaneous
circuit termnations. All of this is a very expensive
proposition for the CG but is the first step necessary in
order to provide the Nation' s honeland defense conmunity
wi th the necessary comuni cations capabilities.

5. | nteroperability

Adoption of ADNS, as well as other DoD standards will
prove to be the best way for the Coast Guard to ensure
i nteroperability. By adopting Navy standards, the CG can
guarantee when the need arises, both departnments wll be
able to share information wth the |least anmount of
har dshi p. Furthernore, this interoperability would be
i nst ant aneous, w thout the need for tine and cost-intensive
upgrades or changes to the existing systens. There will
not be any need for retrofitting CG ships when deployed

wi th Navy battle groups or during drug operations.
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6. Lat ency

For reasons discussed in previous chapters, latency is
still of great concern when dealing with the Navy ADNS.
This system uses |INVMARSAT as its conmunications path, and
therefore, has to overconme the extensive connection del ays
i nposed by a geostationary satellite network.

7. Reliability

ADNS is a new comunications solution for smaller
Naval vessels, and it was briefly tested on a Coast Guard
cutter prior to this witing. Only three days of underway
testing were avail able, because of a three nonth schedul ed
drydock for CG cutter test platform Thus further testing
of ADNS will not be available till the DALLAS, the test
platform returns to normal operations. The brief period
of testing showed no problenms with the system and CG
infrastructure interoperability or reliability. The Navy
has seen dramatic i mprovenents in comuni cat i ons
capabilities on their smaller vessels and subnarines after
the installation of ADNS equi pnent. The Coast Guard shoul d
see simlar gains.

8. Capacity

| NMARSAT bandwidth is limted to 64 Kbps per channel
Whi |l e ADNS does not expand that capacity, it does allow for
much nore efficient use of the channel. Wthout ADNS, one
part of the channel may be exhausted while other parts
remain free, but with the addition of ADNS equi pnent, this
wi |l not happen. ADNS will dynam cally allocate bandw dth
based on system needs and demands; all users wll have

access to the sane channel .
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9. Thr oughput

The ability to have all COWB equipnment required on
the cutter to “talk” at any given tine, wthout worrying
about which antenna is hooked up, wll greatly enhance the
availability of the network. Again, this is due to the
dynam c allocation capabilities of ADNS. During the brief
testing on the Dallas, while the system operated w thout

any problems, it was noted that the throughput seened
sl owner. This was probably due to the increased security
measures that ADNS uses. Further testing wll 1indeed be

done when the DALLAS conmes out of the shipyard. ADNS does
provide sinultaneous voice and data, which the CG
Enterprise solution does not.

10. Ease of Use

Users will not even realize a difference in the use of
their coms systens after ADNS is installed. Using ADNS on
a shipboard configuration will only affect the |ast segnent
of the comrunications chain, before the signal is out the
transmtter. Therefore, users will not have to be trained
on a new system or have to deal wth adapting to new
software. The transfer to ADNS will be transparent to the
end user. Furt her nore, | NVARSAT is already the
conmmuni cations standard onboard CG cutters and users are
already famliar with the system

11. Security

Use of ADNS wll greatly increase the security of
typical CG | NMARSAT configurations. ADNS uses two DoD
approved security features, the KG 84 and TACLANE, which
are built into the ADNS. Currently, |NVARSAT by itself

does not have any DoD approved security features, so ADNS
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provi des huge security gains. Security is also inproved by
the access to the SIPRNET and Navy NOCs. This feature wll
enable classified information to travel over the |NVARSAT
connections, wth two DoD security enhancenents, thus
enabl i ng secure conmunications between CG cutters and Navy
battl e groups.

12. Maintainability

By i mpl ementi ng ADNS into t he Coast GQuard
infrastructure, the CG could see additional maintenance
requi renents. This is because of the additional equipnment
that will be needed onboard the cutters and at the NOCs.
Addi ti onal mai nt enance costs  wll be necessary to
facilitate CG ADNS coms traffic through Navy NOCs and
NCTAMS, as well as CG NOCs. Addi tional costs wll Dbe
incurred due to the increase in coms traffic over the
net wor k, which coul d cause equi prent to fail nore often.

C. CONCLUSI ONS

By conmbining SATCOM research efforts with the NAVY,
both organizations wll be able to reduce costs and
increase interoperability. [Inplenenting ADNS could prove a
valuable addition to the largest CG cutters who m ght
demand additional bandw dth. But inplenmentation on snaller
patrol boats would not prove feasible due to the size and
cost . Before any inplenentation takes place though, a
stringent exam nation needs to weigh the costs versus gains
of such a system Specifically taking into account new LEO
technologies that my provide a better coms path then
| NMVARSAT. These solutions could be avail able by 2005. It
may not prove cost effective to install ADNS if | NVARSAT is
obsolete in three years.
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VI. ANALYSI S

The Coast Guard is a relatively small organization
conpared to the DoD forces, as such does not receive
substanti al funding to test and evaluate rmultiple
comuni cations systens sufficiently. The funding the Coast
Guard does receive needs to be allocated toward mission
critical functions such as keeping cutters afloat and
hel i copters flying. In addition, for the Coast Guard to
adequately support Honel and Defense operations, it needs to
have a robust SATCOM |link to the terrestrial network

i nfrastructure.

The | NMARSAT network has provided this wreless medi um
with fairly good functionality in the past. During recent
years though, the demands on this 1980's satellite
technology have exceeded the systenis design. The
technology is not able to provide the data rates consuners
are demanding. The maritine industry has had to do w thout
the desired throughput their operations are now demandi ng.
They often find thenselves investing a great deal of nobney
in keeping the system operational. There are technol ogi es
currently being devel oped which could theoretically provide
nmore bandwi dth and faster response tinmes to neet current
i ndustry demands, but these technologies are in their
i nfancy, and require much nore fundi ng and research.

A SYSTEMS ANALYSI S

Throughout this thesis, the authors have presented two

di fferent t echnol ogi cal solutions and one technol ogy

enhancenment in an effort to show the capabilities and

shortcom ngs of COVBAT connectivity for cutters underway.
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GEO satellites were last vyear’s answer to wreless
net wor ki ng. Now, the LEO architecture is becomng the
preferred connectivity solution. The authors have exani ned
each of these systens to the same twelve criteria defined
by the Coast Guard as necessary to achieve m ssion success.
Future partnerships with the technological |eaders wll
need to be enhanced to ensure the required security,

t hroughput, and interoperability will be provided.

| NMVARSAT nay be reaching the final years of adequate
satellite functionality. Wth newer nore advanced
satellite comruni cations equi pnent becom ng avail able, the
CG nust decide whether to keep patching their ol der but
established equipnment they are already heavily vested in,
or to fund devel opnent of new systens and inplenment them
Wth the current LEO advances in satellite comunications,
it would seem that geostationary systens mght not be able
to provide an adequate solution for nuch longer. This, of
course, would force the Coast Guard and the rest of the
maritime community into the decision of investing in a
newer LEO net wor k.

1. Twel ve Criteria for M ssion Success

In the following paragraphs we wll identify the
COVMBAT systens that exceed, neet, or lack the performance
characteristics required for that criteria. Because ADNS
utilizes the I NVARSAT channel for its communi cations path,
whenever | NMARSAT is stated as excelling in a specific area
ADNS is also included as excelling in that area, but the

opposite may not be true.

To aid in the conparison, we have included a table for
each section and a summary table at the end of the
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anal ysis, which represents a nunerical report card of each
systenis capabilities. This enables the reader to quickly
and easily see what systenms outperform the others. The
aut hors have set standards for performance in a particular
area that nust be net in order for a COVSAT system to
achieve a rank of 1, 2, 3, 4, or the best score of 5. This
ranki ng structure can and should be used to conpare future
satellite technologies, so there is a common ranking and

conparison structure used throughout the Coast Guard.

The | owest score of 1 nmeans the COVSBAT system cannot
perform any of the stated m ssion requirenments described in
the performance criteria. A system may receive this score
if, even with significant and system reengineering, the
probability of neeting the performance criteria are

virtually zero

A score of 2 neans the system still does not neet the
m ni mum requi renments as stated by the Coast Guard. But, it
is known the system is capable of neeting the mninmm
requirenents with additional funding and/or reengineering.
However significant the alterations to the system these
changes wll allow the system to neet the mninmm

requirenments.

A score of 3 neans the system wthout alterations,
neets the mnimum requirenments stated for operation. These
are the mninmuns that the CG has identified to be
acceptable for successful operation. By neeting these
m ni muns, the system succeeds at the performance of that

specific criterion.

A system that receives a 4 has proven it can provide
the mninmum requirenents as stated, plus it can provide
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addi ti onal features and/or capabilities wthin that
criterion. These additional capabilities my conme at

addi ti onal cost or reengi neering of the system

The best score that a system can receive is a 5. This
score reflects that the systenmis characteristics go above
and beyond the mninum requirenents. These enhanced
capabilities are built into the system and require no
further alterations of the COVSAT system

a. Cover age
System Score
d obal st ar 4
| NMARSAT 3
ADNS 3
Fi gure 25. Cover age Scores
Al | t hr ee syst ens can provi de adequat e

operational coverage from approximately 70N to 70S. Wi | e
the systens may not facilitate operations in the extrene
pol ar regions, those operations are beyond the scope of
this research. G obalstar received a mark of 4 wth
regards to coverage because of its path diversity
technology. This technology allows nmultiple satellites and
spot beans to provide a higher quality Iink. If one path
is blocked by an obstruction, dobalstar can use a signal
from a different spot beam or satellite to provide the
strongest signal.
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b. Accur acy

System Score
d obal st ar 3
| NMARSAT 3
ADNS 3
Fi gure 26. Accuracy Scores

All systens neet the requirenents for accuracy.
The technology utilized today takes advantage of a |ink
budget process that has very low bit error rates and few
transm ssion failures. Al'l systens also exercise forward
error correcting coding. These techni ques, when conbined
with proper network transport protocols, create a data
network that is conparable to terrestrial net wor k
per f or mance. One advantage the d obal star system provi des
is the elimnation of any perceptible delay during voice
conmuni cat i ons. This is a level of service that GEO
systens cannot offer due to inherent I|atency issues.
Addi ng ADNS to the I NVARSAT channel will have no effect on
accuracy.

C. Avai l ability

System Score

G obal st ar 4

| NMARSAT 2

ADNS 4

Fi gure 27. Availability Scores
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| NVARSAT will only achieve adequate availability
once the CG purchases the necessary channels to support
24x7 comruni cati ons. The Coast CGuard has identified that
24 | NMARSAT-B channels wll be required to support
operational requirenents. In January and February of 2002,
the CG did purchase six dial-up access channels and also
utilized the Navy contractor, STRATCS, to |ease twelve 64
kbps/ 100 kHz | NMARSAT-B channel s. These channels are on
the commercial satellite located at 142W  This will only
provi de coverage for west coast operations, but the CG is
pursuing efforts to mgrate several of these channels to
the 98W satellite for east coast coverage. The goal is for
the CG to eventually have 24 |leases with 70% on the 98W
satellite. Figure 24 below shows |ocations of these two
respective | NVARSAT satellite locations. Orange delineates
the 98W satellite coverage area, and green is the 142W
satellite.

Fi gure 28. STRATCS Lease Map [ From Ref. 37]
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Wien all is said and done, it is not known if the
24 channels wll provide adequate availability. Mor e
inmportantly, it is not known if the additional channels the
CG needs will be available when the CG desires to |ease

t hem

G obal star neets the mnimum requirenments for
avail ability. It also provides additional capabilities to
t he network. Aside from the satellite architecture,
G obal star can also utilize traditional cellular networks.
This works to provide additional availability to the
net wor k. This capability is hindered by the Ilimted
of fshore coverage of cellular networks. Rout i nel y,
coverage is only available 10-15 mles offshore and only
near major netropolitan areas. This is often suitable for
many of the coastal honel and defense operations.

ADNS nmeet s t he m ni mum  requirenents for
avai l ability. It also provides additional availability
characteristics by nore efficient use of bandw dt h
al l ocation tools. Addi tionally, ADNS provides the ability

for sinultaneous data and voi ce transm ssi on.

d. Cost
System Initial Cost |Monthly for 3 year cost Score
for 10 units |10 units for 10 units
d obal star | $50K $350K $12. 6M 3
| NMARSAT $500K $3. 9M $160K $140M $5. 8M 1/ 2
ADNS $2. 3M $160K $5. 8M 2
Fi gure 29. Cost Scores
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The above table denonstrates the costs associ ated
with outfitting 10 operational units with a 24x7 network
connection. These estimates are consistent with an average
costal honeland defense force package at the CG district
| evel of enforcenment. \VWhile all three systens have varying
| evel s of cost, dobalstar offers the solution with the
| east inplenentation cost and the nost flexibility.

However, wutilizing a 24x7 network connection, d obalstar’s

three-year Ilifecycle costs are nore expensive than the
other two systens. This three-year cost is a worst-case
scenario and wll nost likely be significantly reduced

during actual operation. The coastal units are often only
depl oyed for several days at a tine. dobalstar’s offering
of a per-mnute rate allow for sone costs savings when a
satellite connection is not demanded. This flexibility
works well with the operational schedule of the smaller CG

units.

| NMVARSAT also provides a per-mnute rate for
usage. However, its rate is significantly nore expensive.
This rate is represented by $3.9M for nmonthly access in the
tabl e above. The second nunber, $160K, is the cost of 10
| eased channel s. This equates to the system being cost
prohi bitive except when a |l eased channel is accessible. By

| easi ng channels, both the nonthly rate and the three-year

lifecycle costs are significantly reduced. However, the
smaller units wll not use the |leased channels as
efficiently as a I|onger deployed unit. Much of the
bandwi dth will remain unused when the smaller units are not
under way. An additional problem for this solution is the

limted nunber of channels avail able for | ease.
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ADNS provides the |owest three-year |ifecycle
costs; however, it nmay prove difficult to inplenent due to
its high initial costs of $230K per unit. ADNS
i mpl enentation is further hindered by its denmand for |eased
| NMVARSAT channel s. As mentioned above, these |eased

channels are in limted supply.

The | ower inplenentation costs, when coupled with
the sporadi c schedule of the coastal units, make d obal star

the nopst cost effective sol ution.

e. I nteroperability

System Score

d obal st ar 3

| NMARSAT 3

ADNS 4

Fi gure 30. | nteroperability Scores

Al three systens neet the interoperability

requirenents. | NVARSAT has the best qualities for

interoperability with the Navy and the maritine community.
A obal star does not provide the energency characteristics
that are required by GWSS, and therefore could not be the
single solution for maritine operations at the present
tine. G obal star does offer dial-up connections to the
PSTN and utilizes packet sw tched techniques, which wll
al | ow CGDN+ access through a VPN. Changes woul d have to be
made at a NOC for G obal star accessibility to SIPRNET, but
this should not prove difficult or overly expensive. ADNS
received a score of 4, as it provides the SIPRNET
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connection wthout additional system configuration and

expenses.

Wi | e al | t hree syst ens provi de adequat e
interoperability, ADNS provides the best solution for

interacting with the US Navy and ot her DoD forces.

f. Lat ency
System Score
d obal st ar 4
| NMARSAT 2
ADNS 2

Fi gure 31. Latency Scores

Both | NMARSAT and ADNS utilize a CGEO satellite
architecture. This causes increased system | atency, which
adversely inpacts the systenis capabilities. The comon
networking protocols enployed by the CGN+ and other
terrestrial networks do not allow for the significant

| atency inherent to a GEO satellite architecture.

G obalstar has the best characteristics for
m nim zing |atency. Its transmission times nore closely
conpare to those of the terrestrial network, and thus
conform to TCP/ I P  standards. As any satellite
constellation gets closer to earth, its signal latency wll
al so be less, and the theoretical transm ssion capabilities
will be greater. | NMARSAT cannot, and never will be able
to provide the low latency qualities that Wndows and
TCP/ I P protocols demand. As data transfer denmands continue

to increase, the inportance of Ilow latency wll also
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i ncrease. This is because of the inherent characteristics
of TCP/IP protocols and the receiving w ndow size
limtations. This especially becones apparent when the
channel experiences delays due to errors and security

requirenents.

G obal star received a mark of four because it not
only neets the networking latency requirenments, but also
provides a connection wthout any perceptible delay for
voi ce conmuni cati ons.

g. Reliability

System Score
G obal st ar 3
| NMARSAT 3
ADNS 3
Fi gure 32. Reliability Score

| NMARSAT  has been provi di ng t he maritime
community with reliable service for years. A obal star has
been used nostly in |and-based applications (non naritine)
and phone operations. There is no evidence to expect that
G obalstar could not provide the sane reliability as
| NMARSAT. G obal star has been effectively utilized in
renote areas  of the world for Arny/ Marine  Corps
conmmuni cati ons. By drawing from their experiences, it is
the authors’ opinion that the sane QoS woul d be experienced

at sea.
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h. Capacity

System Score
d obal st ar 2
| NMARSAT 2
ADNS 2

Fi gure 33. Capacity Scores

A obal star received a mark of 2, as its 9.6 Kkbps
per channel does not neet the bandw dth requirenents for
the CG To neet m nimum bandw dth requirenents of 128 kbps
for CG use, a mnimmof 13 of these channels would have to
be purchased and nultiplexed. Recent devel opnents by
Qual comm though, have proven 128 kbps capabilities with an
aircraft application, but have not been tested for maritine
use. Qual comm currently has no inpetus for maritinme
appl i cati ons. The CG needs to contact Qual conm concerning
the design and devel opnent of a robust naritinme solution.
By partnering, they will be able to assure a successful
network architecture that will be able to expand when new

denands ari se.

ADNS and | NMARSAT also received a mark of 2 as
they can only provide approximately half of the required
128 Kkbps. Further research into the feasibility of
| NVARSAT capacity expanders could prove to achieve the
desired bandwi dth on a single |INMARSAT channel . However ,
these solutions will Ilikely suffer losses in other areas
(accuracy, security). These devices, used in conjunction
with ADNS, could provide the nobst capacity for a satellite

system avail able for use on only the largest of CG cutters.
138



For the smaller patrol boats, ADNS is not an option due to
the cost and size. | NMVARSAT M ni-M would have to be
utilized, and thus the capacity of only 9.6 kbps could be
achi eved. None of the three SATCOM sol utions can neet the

m nimum requirenments in this area.

i Thr oughput
System Score
d obal st ar 2
| NMARSAT 2
ADNS 2
Fi gure 34. Thr oughput Scores

A single @ obalstar channel has shown an
effective data rate of 7.4 kbps on their 9.6 kbps system
which is 23% less than the stated rate. This reduction is
a result of the overhead required to be transmtted wth

each packet. | NMARSAT and ADNS have simlar effective data
rate | osses. Currently CG cutters are experiencing an
effective data rate of 44.3 kbps for | NMARSAT over a single
64 kbps channel . Routi ng, address and header information
will consune approximately 15% of the data packet.
Security and other mscellaneous information will consune
approxi mately another 15% of the same packet. Thus, non-

data itens take up 30% of our original optiml capacity of
64 kbps.

Wiile the effective data rates may be higher, CGEO
comuni cation systens wll not be able to offer the
t hroughput capabilities of a LEO system For this reason,
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the mpjority of the satellite networking industry is
mgrating toward the LEO satellite architecture. Conparing
the propagation and transnmission delay of a dobalstar
(LEO and | NMARSAT (CGEO using a 2-kilobit packet

denonstrates the effect of the del ay.

Consider the transmission of a 2-kilobit packet
transmtted over the |NVARSAT system This 2-kilobit
packet, when divided by the 44.3 kbps data rate, equals a
45 msec transm ssion tinmne. When this transmssion tinme is
added to the 500 nsec propagation delay incurred by a CEO
system a total tine delay of approximately 545 nsec
results. I f throughput is sinply defined as the anmount of
data divided by the time to deliver a packet, then 2000
bits divided by 545 nsec reveals a throughput for | NVARSAT
of only 3.7 kbps.

In contrast to the CGEO system a LEO system only
incurs a propagation delay of approximately 4 nsec and a
transm ssion delay of 270 nsec. Using the sane
conputations as above reveals a throughput rate for
G obal star of 7.3 kbps, nearly double that of | NVARSAT.
This proves that the throughput of a GEO system cannot
conpete with that of a LEO due system do to the |atency
incurred by the system and regardless of the systenis

capacity.

By using ADNS, throughput can theoretically be
i mproved. This is because voice and data can be
transferred sinmultaneously, thus increasing the current
t hroughput of | NMARSAT al one. However, ADNS is still

constrained by the large delays incurred by a GEO system
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As shown above, none of +the three systens neet the
requi renents for throughput and thus receive a rating of 2.

J - Ease of Use

System Score

d obal st ar 3

| NMARSAT 3

ADNS 3

Fi gure 35. Ease of Use Scores

Al systens were given a mark of 3 as they can be
easily used with traditional |aptop/desktop computers or
the CG standard workstation I11. | NVARSAT has been used in
the CG fleet for several years, so the networking

infrastructure as well as personnel training is famliar to

the CG A obal star can connect to a PC through the
d obal st ar phone for data transm ssion; t her ef ore,
A obal star should prove easy to use. All three systens

nmeet the CG requirenents for ease of use.
k. Security

System Score
d obal st ar 3
| NMARSAT 1
ADNS 4

Fi gure 36. Security Scores

ADNS provides the best security features to neet

future honmeland defense operational needs. ADNS wll
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drastically inprove the |evel of security the CG has been
operating with, and security needs to be inproved as the
threat to our homeland has increased. ADNS adds two |evels
of governnent-approved encryption. This alone nmay prove
reason enough to add ADNS to current |NVARSAT systens on

the CG s larger cutters.

| NMVARSAT received a mark of 1 and should be
considered a severe security risk. | NVARSAT does not
utilize any governnment approved encryption techniques and
should be viewed as a threat to CG operations. Currently,
| NMVARSAT cannot neet the new demands for security on
government networks as a result of Septenber 11'M

G obal star has external equipnent that provides
end-to-end Triple-DES encryption. This is greater than
that offered by | NVARSAT. This encryption is in addition
to the inherent security characteristics of dobalstar’s
CDVMA technol ogy. G obalstar also offers governnent-
approved link level encryption and thus warrants the score
of 3.

l. Mai ntai nability

System Score
d obal st ar 3
| NMARSAT 3
ADNS 3
Fi gure 37. Mai ntai nability Scores
Al systenms provide an easily maintainable
solution for satellite comunications. They all maintain
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redundant satellites in orbit. However, d obalstar is a
nor e r edundant system as it mai nt ai ns a | ar ger
constel | ation. On smaller CG vessels in support of
homel and defense, @ obal star’s hand-hel d phones may provide
for a best solution. These wl| provide a very
mai nt ai nabl e solution for a small vessel that is often not
away from port for very |ong. Thi s phone can connect to
PCs for data transfer, and does not require any antenna
equi pnent to mai nt ai n. When consi dering t he
mai ntainability of satellite solutions, there also needs to
be nuch consideration for the nmaintenance of NOCs, not just
t he shi ps. By using ADNS CG personnel mght have to
mai ntain additional CG assets at Navy NOCs, as well as
addi ti onal equi pnent at their own NCCs.

B. SUMVARY

Based on the preceding research, we have analyzed
t hree possi bl e comruni cations solutions available to the CG
i medi ately. The following table shows how these different

systens conpare to each other for each criterion.
| NMARSAT G obal st ar ADNS

Cover age 3 4 4
Accur acy 3 3 3
Avail ability 2 4 4
Cost 2 3 2
Interoperability 3 3 4
Lat ency 2 4 2
Reliability 3 3 3
Capacity 2 2 2
Thr oughput 2 2 2
Ease of Use 3 3 3
Security 1 3 4
Mai ntai nability 3 3 3
Aver age 2.42 3.08 3.00
Fi gure 38. Syst em Ranki ngs

143



This analysis allows easy conparison of t hese
satellite solutions. By looking at the table, it is
gui ckly discernable that | NMARSAT is |acking performance in
the areas of cost, security, and capacity. These three are

arguably the nost inportant to the future success of CG

conmuni cati ons and honel and defense. | NMARSAT al so has the
| onest overall average of 2.42, which shows that the
overal | system does not perform to the mnimm CG

requi renents.

In | ooking at the A obal star colum, it is easy to see
that the system characteristics nore closely match the

Coast GQuard’s requirements. G obal st ar out per forns
| NMVARSAT in 5 areas. The d obal star network excelled in
three key areas of coverage, |latency, and availability.

Al though the d obal star network currently lacks the single
channel capacity desired by the CG its throughput
capabilities greatly exceed that of |INVARSAT or any GEO
system These again are extrenely inportant factors for
m ssion success, and channel capacity nust be addressed

before a Gobalstar solution can be inplenented. By
mul ti pl exi ng channels of d obalstar, a user will be able to
far exceed the capabilities any CGEO system wll ever be
able to offer. The average for G obalstar is 3.08, the

hi ghest overall average of the three systens.

ADNS i nproves |INMARSAT s capabilities in four of the
ar eas (cover age, security, i nteroperability, and
avai lability), but does worse in one category (cost).
ADNS, by excelling in the areas of security and
interoperability, my prove mandatory for success on the

larger CG platforms. The CG needs to | ook closely at these
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ar eas. It nust determne if the additional costs wll be

worth the gains in the areas of coverage, security,

avail ability, and i nteroperability. The | at ency
characteristics still unfavorably affect the ADNS system
and limt the potential throughput of the channel. ADNS

recei ved an overall score of 3.0.

No solution is going to performoptimally in all areas
for successf ul i npl enentation on all CG platfornms.
Therefore, careful analysis needs to be conducted in order
to identify the nobst inportant criteria. The authors of
this thesis believe there are four main requirenments that
shoul d receive the heaviest consideration. These four are
considered to be mandatory for patrol boats in support of
honmel and defense: coverage, cost, throughput and security.
Table 17 below shows how the three satellite networks
conpare when only considering those four criteria.

| NMARSAT d obal st ar ADNS

Cover age 3 4 4
Cost 2 3 2
Thr oughput 2 2 2
Security 1 3 4
Aver age 2.0 3.0 3.0
Fi gure 39. Four Critical Criteria

By looking at this table, the averages shift in favor
of ADNS and d obalstar, and reveal |NVARSAT as a severe
under - per f or ner. However, ADNS is not yet a feasible
solution for inplenentation on CG patrol boats due to size,
wei ght, and cost limtations. This makes d obal star the
nost favorable solution, especially when the conparison is
made to the |INMARSAT Mni-M equipnment, and its |lack of
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security and throughput capabilities. G obal star will
further excel when its 128 kbps throughput aircraft

solution can be optim zed for maritine use.

Each of the analyzed solutions provides technol ogica

claims in different areas. | NVARSAT, while not an
overachiever by any neans, has a long and successful
reputation. Adding ADNS to the systemw || inprove four of
the six criteria that INMARSAT is lacking in, but it wll
have a considerable negative inpact on the budget. These
i nprovenents wll need to be further analyzed for the

larger ships as to the necessity of the capacity and
security needed for m ssion success. Currently G obal star
is on the verge of mmking a 128 kbps solution available
which will nmake this systema clear winner. It would be in
the CG s best interest to start adopting this technology to
prepare itself better for a fleet wide LEO mgration
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VI . CONCLUSI ON

The current maxi num bandw dth of | NMARSAT has al ready
been identified as not neeting the mninmum requirenents for
Coast Guard operational success. Wth the use of capacity
expanders, the mninmm capacity identified by the CG can
theoretically be net, but CG comrunication demands are in
their infancy stages and will likely grow. This puts the
CGin the difficult situation of heavily investing in a sub
par technol ogy. As shown by the research in this paper,

there currently is no wireless technology that can neet,

let alone excel, in performance of the 12 identified
criteria. Not only wll these demands grow by an
exponential rate, but nore solutions will becone avail able

that will have to be anal yzed for possible utilization.

From our research, dobalstar is the best overall

per former. It offers the ability to sinmultaneously
transmt and receive voice and data. This is a great
advant age over the standal one | NVARSAT channel. d obal star

also offers the ability to double encrypt the traffic that
is traveling over the network, again, a significant
advant age over | NMARSAT. Most inportantly the d obal star
solution is small enough to be effectively utilized by the
CG s patrol boats. This can be done at a significantly
reduced cost conpared to the dial-up cost that the CG is
now i ncurring. It has greater security, lower initial
costs, and the best availability, but currently in single
channel node it |acks the necessary bandw dth. Wiile this
is a crucial issue, there is a product being tested by

Qualcomm which wll enable aircraft to have wreless
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comuni cations at 128 kbps. It will also soon be tested
onboard vehicles for the mlitary. In talking with the
engi neers of this technology, it seens that it would be
fairly easy to adapt it to the maritine environnent. | t
may be in the CGs best interests to begin a partnership
with the Qualcomm team to better nold this technology so
it can soon becone a total solution for the maritine

i ndustry.

Wth that being said, only |INMARSAT supports GVDSS,

and that is the mainstay behind the maritine community. It
is backed by 20+ national governnents, and will not likely
be replaced in the near future. Neverthel ess, with the

pace of technology today, an open-m nded |ook needs to be
taken at the cost of maintaining a 20-year-old satellite
system with a new, nore robust wreless network. How much
| onger can these organizations afford to put patches on
this system whose capacity is fast being exceeded?

Research needs to be focused on devel oping solutions
to allow GWDSS signals the ability to travel over nultiple
networks, thus nmeking it nore robust and redundant. The
maritime conmunity nust be willing to fund and support new
systens, to allow these advances. Al so, consideration
needs to be nmade whether this should be another |joint
venture by a nultinational organization, or wll the
Tel edesi cs, Skybridges, and dobalstars of the world be
able to handle the maritime demands. These are all hurdles

that need to be overcone before the Coast Guard can nove

away from the | NVMARSAT technol ogy. What ever t he
conclusion, it needs to be assured that the network is
nmodular in its architecture so it wll easily be able to
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grow and expand with the changing denmands of the maritine

i ndustry.

While interoperability has focused on other |[|aw
enforcenent agencies or DoD, the Coast Guard cannot forget
their nost inportant partner, the public. In the process
of wupgrading the comrunications infrastructure, the Coast
Guard needs to recognize that nost recreational mariners
only have cellular phones or VHF radios for distress and
conmuni cati ons needs. Coast Guard cutters and aircraft
will need to maintain these comrunications capabilities to
ensure they are able to respond, conmunicate and facilitate
operations involving the public boating comunity.

The authors would like to reiterate several of the key
conclusions this research has provided.

. The latency incurred by a GEO satellite
architecture severally inpacts the perfornmance of
the system For this reason, future technol ogy

will mgrate towards a LEO architecture.

. The CG needs to pay close attention to a systenis
t hroughput, not the nmere system capacity.

. The CG nust reevaluate its current systens wth
regards to security. | NVARSAT does not provide

adequate security for operational use.

. The CG nust establish strategic partnerships with
industry |eading conpanies in order to integrate
new technology into both its current and future
architectures.

A RECOMVENDATI ONS FOR FUTURE RESEARCH

Many facets of the Coast Guard operations and
conmuni cations arenas need to be further researched to
adequately support a growing satellite based network
system Most not abl y woul d be security and
i nteroperability. What information can travel in the
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cl ear, what cannot, who/what does the CG need to connect to
that requires a secure connection? What standards do those
agencies use that the CG nust also use in order to

comuni cate effectively.

More research needs to be done to find effective
bandwi dth allocation tools, such as what the Navy calls
Demand Assigned Multiple Access (DAMA). Priority needs to
be given to certain information in order to ensure its
timely transm ssion. This area needs to be further
explored to inprove efficiency and reliability of future
systens. The Navy and commerci al conpani es have done nuch
research on this topic, and possibly these solutions would
al so work for the Coast Cuard.

Security is also a known problem wth wreless
systens. Electronic signals can be traced, intercepted,
altered and jammed. Adding security to thwart these
efforts adds data to the transm ssion, thus taking up
preci ous bandw dt h. There are already governnent-approved
and commercial solutions available, and the Coast Guard
needs to take advantage of them
B. SUMVARY

The inportance of the Coast CGuard s coastal defense
and SAR m ssions has |lately been enphasized as a result of
the attacks on September 11'M At no time in history have
these facts been nore evident to Congress and the President
t han now. Since Septenber 11'", the Coast Guard has been
called upon to increase container and vessel inspections
and increase port security patrols including boarding and

riding of every cargo ship into port. These increased
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operations are done in addition to the duties CG personnel

are al ready perform ng.

In order to perform these duties Coast Guard personnel
need the support of a robust conmunications architecture.
Three of the nost inportant aspects of this architecture
are the need for interoperability, adequate throughput, and
security. Wile perform ng Honel and Defense operations the
Coast Guard will be working in conjunction with FBI, DEA,
INS, as well as DoD forces. Thus the need to comunicate
with them over a secure network will be vital. Wl e nost
of these near shore operations wll allow for VHF voice
conmuni cations, they wll not allow for adequate data or
vi deo transm ssions. Consequently, the Coast Guard finds
itself trying to keep up with the fast pace of changing
conmmuni cations in order to be able to comunicate wth
t hese agenci es.

In the next five years many new LEO satellite
communi cations systens are to be operational. Many of
these, including Teledesic's “fiber in-the-sky”, promse to
provide terrestrial network capabilities through satellite

connecti ons. The CG will realize that neither this, nor
any other solution, alone wll be able to solve all the
CG s comunications problens. Due to the diverse
operational requirenments, different CG assets wll only

afford or require the wuse of specific transmt/receive
equi pnent. The CG 87 patrol boat nay not necessarily need
a 1MB connection, but will nost likely need secure voice
and nmaybe a 64 kbps data connecti on. The CG will need to
invest in conmmunications equipnent that will enable each

asset to communicate with a central, terrestrial based NCC.
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From there they should be able to connect to the CGDN+
SI PRNET, other nulti-agency database previously set up for
conmuni cation over wreless networks, or back out to

anot her vessel or aircraft.

The satellite community is enbracing LEO technol ogy as
the next, and only effective transmission path for data
comuni cations. By partnering with these LEO providers the
CG can help to establish an effective network architecture
for the maritinme community. Qual comm and ot her busi nesses
are willing to put forward the effort to support the
maritime industry’'s needs, but only if the funding and
buyers are there. By slowy investing in the LEO
technol ogy now, the CG will be able to inplement the next
generation of SATCOM technology in small doses. Doing this
will prevent the CG from finding thenselves as |aggards,
and not being able to comunicate effectively with the rest
of the maritinme conmunity.

During the tinme of our research and in witing this
thesis, much was happening in the way of CG satellite
connectivity. Comrer ci al entities are fast to find
solutions for areas |acking adequate comrunications. The
CG cannot allow itself to be blinded by the |atest
technol ogy, and “nust have” solutions proposed by the
i ndustry. By keeping focused on their mssion requirenents
and the tools necessary for the job, the Coast Guard wll

be able to ensure a quality solution will be found.
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